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o Introduction to IBM Test

 Test Structure:

► Thousands of test engineers world-wide

► An entire VP Organization dedicated to systems test
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► Function test teams for every product stream

► Interop and Complex test labs world-wide

► Vendor test relationships across platforms

► Career Path in Test
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Server & Storage System Test Sites

Tucson, AZ

Rochester, MN

Poughkeepsie, NY

Moscow, Russia

Beijing, China

Vac, Hungary
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Shanghai, China

Singapore



Test Initiatives

 Finding the defects that matter

► Capture defects that would be reported to IBM Service

► Increase discovery of high-impact defects

► Analyze defects our customers report

► Understand customer usage patterns

 Quality
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 Quality

► Trust, but verify

► Test case reviews

● Remove stale test cases to make room for new ones

 Innovation

► Test Smarter

► Encourage change and test transformation

► Automate verification where possible

● Put the Engineering back into “Test Engineer”



Learn from the Customer

 Field Data Analysis

► What are the biggest problem areas?

► What are the current problem trends in the field?

► What are the biggest customer pain points?

► How do customers do things differently?

 Crit-Sits
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 Crit-Sits

– What kind of problem is the customer experiencing?

– How do problems impact the customers?

– How could this have been prevented?

– How can we help?

 Customer Engagements

– What are the current customer concerns?

– How do customers use our products?

– What do customers want and need in the future?



o Phases of Test

 Unit Test

 Function Test

 Integration Test

 Systems Test

 Performance and Scalability Test
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 Hardware Function Test – System Level

 Hardware RAS and Compliance Testing

 Service and Regression Test

 Protocol Test

Note: Tests are frequently grouped by where they are performed in the development cycle
or by the area of specificity of the test. Above are a few examples heavily used within IBM,
but this is not an all inclusive list.
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Unit Test

 Main goals and objectives of Unit Test – Program-level testing

 Best practices and processes for development-based unit testing

 Artifacts of Unit Test and the difference with other test phases

 Unit Test Coverage Models
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Where does this fit in testing continuum

 Key skill required for engineers and
computer scientist

 Critical foundation of the test phases

 Agile development helps enable more
automated unit testing tasks



Function Test

 Verification and validation that product operates as expected and as
designed

 Focus on strong rigor to follow practices and processes

 The importance of strong programming skills for Function Test

 Clear written and oral communication are critical

 Regression testing is a key to strong Function Testing

© 2012 IBM Corporation 9

 Regression testing is a key to strong Function Testing

Where does this fit in testing continuum

 Key skill required for engineers and
computer scientist

 Generally, function test is found to be
the main testing phase that removes
defects in the software lifecycle and
this drives risk management situations

► This risk management helps drive
business decisions



Integration Test

 Focus on hardware & software product integration defects

 Critical test phase that directly precedes general availability of a
product set or stack of products

 Team structure modeled after traditional corporate I/T roles

 Full migration and coexistence validation

 True product exploitation versus fundamental test programs
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Where does this fit in testing continuum

 Collaboration and integration skills fit
into integration test roles well
(business, engineering, computer
science)

 Builds strong cross-product diagnosis
skills for industry



System Test

 System Test’s role as the initial customer advocate

 System thinking, the ‘BIG’ picture and breaker mentality

 Importance of stability and regression testing to System Test

 Searching for constraints and ensuring resiliency & availability

 Importance of diagnosis and debug within test
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Where does this fit in testing continuum

 Complex problem solvers fit into
system test roles well (business,
engineering, computer science)

 System programming skills developed
in/for this phase

 Builds strong diagnosis skills for
industry



Performance and Scalability Test

 Scientific Method Rules Here

► Finding Bottlenecks and Breakpoints, Differences in process from functional
testing

► Designing proper experiments, understanding what you are measuring

 Discussion beyond just the computer

► Environmental cost analysis, code or hardware execution costs
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Where does this fit in testing continuum

 Good functional test engineers have
reasonable performance testing skills

 Makes a well rounded test engineer

 Usually requires function and system test
skills



Hardware Functional Testing at a System Level

 Enterprise system complexity is a focus area

 Firmware complexity and redundancy

 Methods and attack vectors for testing complex hardware

 Circuit design verification is not covered

 Hardware System Integration flows

 Clustering, Virtualization and Security at a firmware level
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Where does this fit in testing continuum

 Forces the entire system knowledge

 System programming focus

 Shows how to breakdown complexity

 Makes a well rounded test engineer



Hardware RAS and Compliance Testing

 Reliability, Availability and Serviceability (RAS)

► Cornerstone of Enterprise Computing

► Complex error injection, complex scenarios

 Compliance Testing

► Ensuring the hardware meets all regulatory requirements

● Underwriters Laboratories (UL) compliance, Federal Communications
Commission (FCC), European Union (EU), Earthquake and safety testing

 System Feature add and upgrade
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 System Feature add and upgrade

► Focus on concurrent reconfiguration of hardware

Where does this fit in testing continuum

 Combines need for hardware and OS level
knowledge

 Emphasis on service testing and usability

 Compliance has large impact on hardware
design

 Hardware and Firmware internals are key



Service and Regression Testing

 Service Testing

► Key elements of the process of service testing and how it differs from release
testing

► Limitations and efficiency techniques

 Regression Testing

► Why it is needed and how to select tests for regression
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Where does this fit in testing continuum

 While these are small topics considerable
discussion in the real world occurs for
these

 Most new test engineers do this as their
first job assignment.



Protocol Testing

 Open Standards Compliance Testing

 Low-level frame verification based on expected result

 Error recovery and function verified at frame level

 Protocol Interoperability between products

 Different ways to interpret standards

 Vendor unique/proprietary methods
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Where does this fit in testing continuum

 Low-level protocol skills needed

 Need a solid understanding of standards,
compliance and potential impacts for
deviations



Customer Migration Stack Testing

 Customer/Migration Stack Testing

► Exact modeling of hardware and software from ‘customer’

► Hardware (computer, SAN, storage, network), firmware,
operating system, middleware, application and high
availability software
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Where does this fit in testing continuum

 Part of Product Deployment Life Cycle

 Set of tests the consumer of a product
has to do (vs. product producer)



Product Test & Engineering Design

© 2012 IBM Corporation 18



PET
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http://www-03.ibm.com/systems/services/platformtest/



Approach for End to End (E2E) Customer Test (Custom Test Labs)

New Releases

Firmware / OS Changes Upgrades

Break-Fix

Enhancements

New Implementations

Reconfigurations / Removals / Replacements / Simulations

O P E R A T I O N S E N G I N E E R I N G & M A I N T E N A N C E

Applications Middleware /
Database

Systems
Software

Systems Storage

Projects / Initiatives

© 2012 IBM Corporation

Release & Change Management

Governance

• Functional Testing

- System Test

- Integration Test

- Regression

• Automation

• Non-Functional Test

- Performance Test

- Security Testing

Dedicated Functional
Testing Team

Dedicated Infrastructure Management
& Testing Team

Performance Testing

• Security Testing

• Backup & Recovery Testing

• Service Continuity Testing

• Service Readiness Testing

• Production Assurance

ASSESSMENT / IMPACT ANALYSIS

• Custom Infrastructure Testing

• Firmware Upgrade Testing

• OS Upgrade Testing

• Middleware Upgrade Testing

• Systems SW Upgrade Testing

• Hardware upgrade Testing

Custom

Test

Labs

(CTL)



Complex System and Application Configurations

x x x x

Applications Middleware /
Database

Systems
Software

Systems Storage

Complicated Product Stacks (both HW & SW)

What Drives the Majority of Client Problems?
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Difficult Maintenance & Upgrade Scenarios (both HW & SW)

• Difficult to explain configuration

• Difficult to isolation problem

• Difficult to diagnose root cause

• A time consuming and confusion-ridden process

• Which version is supported?

• How should we plan for an upgrade?

• Will this configuration work?



o Products Tested

 Servers

 Blade Servers

 Host Adapters

 Disk Storage

 Tape Storage


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 Information Management Software

 Service, Integration and Collaboration Software

 Operating Systems

 Storage Area Networks

 Network Attached Storage

 And more…
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IBM System Storage Interoperability Center (SSIC)
Currently publishes 344million+ configurations supported by IBM
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IBM Product Offerings Overview

© 2012 IBM Corporation 24



And Now For The Parts

 Storage Controller/Controller

► The control logic in a storage subsystem that performs, among other
things, command transformation and routing, I/O prioritization, error
recovery and performance optimization

 Fabric

► Interconnection method that allows multiple hosts and/or storage
devices connected with a multi-port hub, simultaneous and
concurrent data transfers

© 2012 IBM Corporation

concurrent data transfers

 Adapter

► Circuit board that provides I/O processing and physical connectivity
between a server and storage device

 Multipathing

► The use of redundant storage networking components (adapters,
cables, switches) responsible for the transfer of data between the
server and the storage
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Complex System and Application Configurations

x x x x

Applications Middleware /
Database

Systems
Software

Systems Storage

Complicated Product Stacks (both HW & SW)

What Drives the Majority of Client Problems?
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Difficult Maintenance & Upgrade Scenarios (both HW & SW)

• Difficult to explain configuration

• Difficult to isolation problem

• Difficult to diagnose root cause

• A time consuming and confusion-ridden process

• Which version is supported?

• How should we plan for an upgrade?

• Will this configuration work?



Strategy & Configuration Management

The Challenge:

– We have too many combinations to deal with

– We would like to use our time efficiently

– We would like to control the risks we are taking

– We would like to know what we tested

• Minimize omissions

A Solution: Combinatorial Test Design (CTD):

– Systematic planning of tests

– Maximizes the value of each tested scenario

• Significant reduction in the number of tests

– Controlled risk

– Easy to review

Minimizes omissions
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► CTD – Combinatorial Test Design

● All-pairs testing or Pairwise testing: method that, for each pair of input
parameters to a system, tests all possible discrete combinations of those
parameters. Using carefully chosen test variations, this can be done
much faster than an exhaustive search of all combinations of all
parameters, by "parallelizing" the tests of parameter pairs.

► IBM Research FoCuS Tool designed to model coverage and test plan design

● The CTD concept can easily be extended from covering all pairs to
covering any t-wise combinations
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Combinatorial Test Details

 How it works
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For more information on the IBM Research FoCuS/CTD Solution:
http://www.research.ibm.com/haifa/dept/svt/papers/CTD_Introduction.pdf



Benefits of Combinatorial Test

 Reduces the problem space dramatically

 Allows more time for deeper systems level test and exception or error inject

scenarios instead of just covering the variations.

 Fewer test gaps and more support claims

 Capability to spread testing across teams

 Adds testing for ‘unexpected combinations’
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 Most defects can be discovered in tests of the interactions between the values of two
variables (65-97%)

● Source: http://csrc.nist.gov/groups/SNS/acts/ftfi.html
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 Adds testing for ‘unexpected combinations’

 Test Plans backed by IBM Research (FoCuS Tool)

Reflects years of study in advanced combinatorics

Explicitly identifies what is tested and what is not tested

Test plans are easier to create, review and testing is well documented

Proven method and coverage algorithms



o Complex Systems Test

 Test Engineer vs. Test Executor

► Must have ability to debug complex hardware/software interactions

 Testers Choice Test Cases

► Allow experienced testers freedom to explore areas that seem
promising based on ‘hunches’ initial test results or other objective
criteria
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criteria

► Many of the high impacts bugs we find in our environments came
from a Test Engineer following a hunch vs. an explicit test case
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Complex Systems Testing - Known Knowns

 “There are known knowns. These are things we know
that we know. There are known unknowns. That is to
say, there are things that we know we don't know. But
there are also unknown unknowns. There are things
we don't know we don't know.”
► Donald Rumsfeld, February 12th, 2004 DOD News Briefing
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► Donald Rumsfeld, February 12 , 2004 DOD News Briefing

 Good summary of what complex testing involves!
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o Systems Thinking:
Desired Characteristics of a Systems Test Engineer

 What is Systems Thinking?

 What are the benefits of Systems Thinking?

 What are the types of skills, knowledge and characteristics of a
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 What are the types of skills, knowledge and characteristics of a
Systems Thinker?

 How does Systems Thinking play a role in strategy?
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T-shaped Systems Thinking model

A Systems Thinker generally is also a ‘T-shaped’ person combines depth in
certain areas of expertise with broad experience. The following diagram is an
example relevant to the Test Organization.
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Keeping Pace with Technology

 Systems test engineers must have a broader set of skills than
they've needed in the past

 If you don't understand it, you can't program it.

► If you don’t understand it, you can’t test it
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 The significant problems we face cannot be solved by the same
level of thinking that created them. -- Albert Einstein
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o Debug Methodologies
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Troubleshooting Methodology
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Documentation plays a key role in understanding and troubleshooting many environmental network issues. Especially in a mixed vendor
and mixed protocol environment, network issues can quickly impact or degrade performance. Therefore, it is important to understand
your environment and to have a systematic approach to troubleshooting problems including a detailed mapping of all data flows.



Troubleshooting Basics - Before

 Systematic troubleshooting documentation and flow diagrams help
to answer basic troubleshooting questions and provide data on end-
to-end flow structures.

 A valid network flow diagram will help to ensure the teams assisting
in debug can quickly understand the symptoms, accurately decipher
the problems and accordingly search for root cause.
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the problems and accordingly search for root cause.

 Knowing port numbers, typical data rates, data flows and operational
modes of the hardware/software components in the environment is
essential in order to focus on the right components for a given
problem.
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Troubleshooting Basics - During

Once the environment is understood, begin to ask probing questions to
identify a list of symptoms, changes and potential problem points.

• When did the problem start?

• Have any changes been made to the environment?

• Hardware, software, firmware, configuration..

• Identify list of symptoms by component

© 2012 IBM Corporation 44

• Identify list of symptoms by component

• Which hosts, storage, switches..

• Verify physical port config and data flow across components identified above

• What log errors are being reported for each component

• Ensure time stamps are accurate across components to aid in debug

• Consider deeper logging levels is required for debug

• Monitor port information (counters, statistics, events and errors)

• Check network tools and advanced problem detection and monitoring software



Troubleshooting Basics - During

Understand what level of debug is needed.

Often times lower level protocol errors present themselves at the
application or host level, even though the true root cause of the issue
resides at a much lower level in the stack.
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Most issues in complex network environments typically occur at the
first few layers (Physical layer, Data Link Layer and Network Layer).

It is crucial before delving into complex high-layer troubleshooting that
the fabric is first checked for any lower layer activity that is not
characteristic of previous trends.
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Troubleshooting – By Issue Type

Connectivity Issues:

• Check that the port is Online with proper port type and wwpn.
- If offline, debug
- If online, check link status

– Look for port going up and down (online/offline)

– Look for loss of signal or loss of sync events
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– Look for loss of signal or loss of sync events



Troubleshooting – By Issue Type

I/O Errors on Data Path or Command Timeouts:

 Check for a bad SFP, cable or connection in I/O path. Check flow
diagram for ports in data path.

► Check associated ports for errors in counters

► Look for any suspicious port errors

Look for low buffer credit numbers or high pause times
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► Look for low buffer credit numbers or high pause times

► Clear counters and look for new errors

 Typical suspicious port errors include: CRC errors, bad eof, link fail,
loss sync, loss signal, class 3 timeouts, discards, input errors and
output errors.

 A small number of errors of this type at high traffic areas in the
environment can have large impacts on many up-stream devices



Troubleshooting Soft Failures
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Recent Customer Crit-Sit Engagements

Issue Reported:

o Performance is bad. Major performance impacts and HA failover
events seen by clients.

What are Common Causes of CRC (Cyclic Redundancy Check) Errors?

SAN Switch Logs Show:
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• CRC Errors are usually caused by physical problems with the optics
• Faulty, dirty or mismatched cables,
• Failing or dirty SFP transceivers
• Failing or dirty patch panels
• Poor cable management, exceeding minimum bend radius, kinked cables, etc.

What are Common Causes of Class 3 Discards?
*A Discard occurs when the switch receives a frame and is unable to pass it
along to the next point on the path to its destination.

• The outbound link is being reset
• Zoning restrictions
• The destination no longer exists
• The switch does not have sufficient buffer-to-buffer credits (as with an
overloaded target or congested ISL).

If Class 3 Discards are being observed due to credit issues, there will be
serious performance issues in the SAN fabric.



o IBM Test Technical Communities
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 These are just few examples from the list of over 70,000
communities within IBM.
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o Academic Initiatives
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https://www.ibm.com/developerworks/university/academicinitiative/



o Academic Initiatives

 Introduction to Enterprise Systems Testing
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https://www14.software.ibm.com/webapp/devtool/scholar/web/coursewarePickPage.do?source=ai-course-systemz
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