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α{ƻƳŜǘƘƛƴƎΣ ǘƘŀǘ ƛǎ ŀƭƭŜƎŜŘƭȅ ǎŜŎǳǊŜ  
is not necessarily secure,  

Something, that is allegedly known  
might turn out to be unknown.  
Appearance can be deceptive,  

our senses can deceive us. 
Even though experience and knowledge  

can limit errors, 
rŜŀƭƛǘȅ ŀƭǎƻ ƭƛƳƛǘǎ ǘƘƻǎŜΦά 
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Digitization of society  

Digitization is in full swing. It affects us all - and makes for a 
profound change in every area of life. The digital 
transformation offers great opportunities for a better 
quality of life, revolutionary business models and more 
efficient management. 
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"Automation will reshape entire economies, 
turmoil labor markets and change the rules of the 
game in many industries" 

Karen Harris, Austin Kimson and Andrew Schwedel (2018) 
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Digitization of society  

With the proliferation of mobile devices, the networking of our society has  

grown rapidly. The IoT exponentially increases this tendency.  
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Modern society is globally networked, we communicate in 
seconds with friends, acquaintances and business partners 

worldwide. However, the positive possibilities of using the 

Internet also have negative side effects: cybercriminals 
have a variety of opportunities. 
Crime moves to the Internet, new crime phenomena arise. 
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Crime vs revolutionary business  
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https://cybermap.kaspersky.com/
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DATA LEAK NEWS     JULY 17, 2018 

MedEvolve leaked over 200,000 patient information due to server vulnerabilities 

MedEvolve is a medical software company based in Arkansas, USA. According to 
a press release issued on July 10, 2018, MedEvolve faced a data breach that 
exposed the ǇŀǘƛŜƴǘΩǎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ. On May 11, 2018, when the 
ŎƻƳǇŀƴȅΩǎ ǎǘŀŦŦ ŦƻǳƴŘ ŀ ŦƛƭŜ ŎƻƴǘŀƛƴƛƴƎ ǇŀǘƛŜƴǘ Řŀǘŀ ƻƴ ŀƴ C¢t ǎŜǊǾŜǊΣ ǘƘŜȅ 
noticed the vulnerability. It is worth noting that anyone can access this file. 
 
Although databreach[.]net clearly announced that the exact amount of data 
leaked was 205,000, no such data was disclosed in aŜŘ9ǾƻƭǾŜΩǎ press release. 

https://securityonline.info/medevolve-leaked-over-200000-patient-information-due-to-server-vulnerabilities/ 
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DATA LEAK NEWS     JULY 17, 2018 

Login information for a large number of Mega accounts has been compromised 

Mega, a company founded in New Zealand that provides online cloud storage 
and files hosting services, is currently found to have thousands of account 
credentials on its platform that have been publicly posted online. The leaked 
information is provided as a text file. It is understood that this text file 
contains more than 15,500 usernames, passwords, and file names, which 
means that these accounts have been abnormally logged in, and the file name 
in the account is also crawled. 

https://securityonline.info/login-information-for-a-large-number-of-mega-accounts-has-been-compromised/ 
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DATA LEAK NEWS     JULY 13, 2018 

Hackers sell US military drone documents for $150 

https://securityonline.info/hacker-sell-us-military-drone-documents-for-150/ 

https://securityonline.info/hacker-sell-us-military-drone-documents-for-150/
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DATA LEAK NEWS     MAY 21, 2018  

нлл Ƴƛƭƭƛƻƴ WŀǇŀƴŜǎŜ ƴŜǘƛȊŜƴǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƻŦŦŜǊŜŘ ƻƴ ǘƘŜ ǳƴŘŜǊƎǊƻǳƴŘ ƳŀǊƪŜǘ 

In a survey released on Thursday, May 17th, the cybersecurity company FireEye stated 
ǘƘŀǘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǎŜŎǳǊƛǘȅ ǘŜŀƳ Ƙŀǎ ŘƛǎŎƻǾŜǊŜŘ ŀ ǎŜǘ ƻŦ Řŀǘŀ ǎŜǘǎ ōŜƛƴƎ ǎƻƭŘ ƻƴ 
underground hacking forums. These datasets involve a large number of sensitive 
information includes personal identity information (PII) of more than 200 million 
Japanese netizens. 
 
According to the report description, these data sets were discovered in early 2017, and 
ŀ ŎȅōŜǊ ƘŀŎƪŜǊ ǎǳǎǇŜŎǘŜŘ ƻŦ ƭƛǾƛƴƎ ƛƴ /ƘƛƴŀΩǎ ½ƘŜƧƛŀƴƎ tǊƻǾƛƴŎŜ ƛǎ ŀŘǾŜǊǘƛǎƛƴƎ ŦƻǊ ǘƘŜ ǎŀƭŜ 
of these data sets. The contents of the data set include name, login credentials 
(account number and password), email address, date of birth, phone number, and 
home address. 
 

https://securityonline.info/200-million-japanese-netizens-personal-data-offered-on-the-underground-market/ 
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DATA LEAK NEWS     MAY 3, 2018 
 

!ǳǎǘǊŀƭƛŀΩǎ ƭŀǊƎŜǎǘ ōŀƴƪ /ƻƳƳƻƴǿŜŀƭǘƘ ƭƻǎǘ мн Ƴƛƭƭƛƻƴ ǳǎŜǊ ōŀƴƪ Řŀǘŀ 

Foreign media BuzzFeed reported that !ǳǎǘǊŀƭƛŀΩǎ ƭŀǊƎŜǎǘ ŎƻƳƳŜǊŎƛŀƭ ōŀƴƪ, the 
Commonwealth Bank of Australia (CBA), confirmed that two storage tapes containing 
ŎǳǎǘƻƳŜǊΩǎ ƴŀƳŜΣ ŀŘŘǊŜǎǎΣ ŀŎŎƻǳƴǘ ƴǳƳōŜǊΣ ŀƴŘ ǘǊŀƴǎŀŎǘƛƻƴ ŘŜǘŀƛƭǎ ǊŜŎƻǊŘ ŦǊƻƳ 
2004 to 2016 were identified in a data center transfer mission. Its subcontractor Fuji-
Xerox was lost. Including at least 12 million users of bank transaction data. 

https://securityonline.info/australias-largest-bank-commonwealth-lost-12-million-user-bank-data/ 
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- Cybercrime - 

Cybercrime covers the offenses that are directed against 
the Internet, data networks, information technology 
systems or their data or that are committed by means of 
this information technology. 

Crime moves to the Internet, new crime phenomena arise. 
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Systems forensics - Basic principle 

Locard's exchange principle 

Dr. Edmond Locard (1877 - 

�‚�������� ) 

holds that the perpetrator of a 
crime will bring something into 
the crime scene and leave with 
something from it, and that 
both can be used as forensic 
evidence 

MAC-, IP-Adress,  
net information 
Photos/pictures 

link 
real und virtual 

world 


