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IS not necessarily secure,
Something, that is allegedly known
might turn out to be unknown.
Appearance can be deceptive,
our senses can deceive us.
Even though experience and knowledge
can limit errors,
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Inspiredby Berthold Brecht
Author: unknown
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New Approaches in Predictive Policing
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Digitization of society

Digitization is in full swing. It affects us-aind makes for a
profound change in every area of life. The digital
transformation offers great opportunities for a better
guality of life, revolutionary business models and more
efficient management.




"Automation will reshape entire economies,
turmoil labor markets and change the rules of the
game in many industries"

Karen Harris, Austikimsonand AndrewSchwede(2018)

Produktivitatssteigerung durch Automatisierung

Anstieg der Arbeitsproduktivitat von 2015 zu 2030 nach Branchen, in Prozent
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Digitization of society
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With the proliferation of mobile devices, the networking of our society has
grown rapidly. The loT exponentially increases this tendency.



Identititsdiebstahl
Cybermobbing

Cybercrime Phishing

Skimming Sicherheit

* Social Engineering

IT-Sicherheit DDoS
Identitit Forensik Daten
Datendiebstah] _Digitalisierung
Password

Hacking
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https://cybermap.kaspersky.com/

DATA LEAKEWS JULYL7, 2018 Foi[H

MedEvolvdeakedover200,000patientinformation due to servervulnerabilities

MedEvolvas a medical software company based in Arkansas, USA. According to

a press release issued on July 10, 2048¢Evolvefaced a data breach that

exposed thelJ: (A Sy i Qa LJS NJOA May 11, 2018 Fwheénjthe (0 A 2 v
O2YLI yeQa &adl FF F2dzyR I FAES O2y il AYyAyY
noticed the vulnerability. It is worth noting that anyone can access this file.

Althoughdatabreaclj.]net clearly announced that the exact amount of data
leaked was 205,000, no such data was disclosed®R 9 @ Difessd Rl@ase
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https://securityonline.info/medevolvdeakedover-200000patient-information-due-to-servervulnerabilities/



DATA LEAKEWS JULYL7, 2018 [B)siL

Login information for a large number of Mega accounts has been compromised

Mega, a company founded in New Zealand that provig@sie cloud storage

and files hosting servicgds currently found to have thousands of account
credentials on its platform that have been publicly posted online. The leaked
information is provided as a text file. It is understood that this text file

contains more thari5,500 usernameggpasswords, and file nameghich

means that these accounts have been abnormally logged in, and the file name
In the account is also crawled.

https://securityonline.info/logirinformation-for-a-largenumberof-megaaccountshasbeencompromised/



DATALEAKNEWS

JULY13, 2018

Hackers sell US military drone documents for $150

This is inter

s interesting, mind giving a price range of how much you're expecting for a set?
expect about § 150 or § 200

for being classified information
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https://securityonline.info/hackersellus-military-drone-documentsfor-150/
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https://securityonline.info/hacker-sell-us-military-drone-documents-for-150/

DATA LEAKEWS MAY 21, 2018 Foi[H

Hnn YAtfA2Y WHLIy3asS ySiAT SyaQ LISNB2YL ¢

In a survey released on Thursday, May 17th,dhecrsecurity company FireEstated
GKFEG GKS O2YLIl yeéQa &aSOdzaNAGeée OGSy KFa R
underground hacking forums. These datasets involve a large number of sensitive
information includegersonal identity information(PIl) of more thar00 million
Japanese netizens

According to the report description, these data sets were discovered in early 2017, an
I O oSN KII O]l SNJ 4dzaLISOGSR 2F tAQGAY3 AY
of these data sets. The contents of the data set include name, login credentials
(account number and password), email address, date of birth, phone number, and

home address.

https://securityonline.info/2008million-japanesenetizenspersonaidata-offered-on-the-undergroundmarket/



DATA LEAKEWS MAY 3, 2018 BSIL
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Foreign mediBuzzFeedeported that! dza 0 NJ f A | Qa f I NEweaid O2
Commonwealth Bank of Australia (CBA), confirmed that two storage tapes containing
Odza 12 YSNXA VyIYSZ | RRNBaazx | O02dzyd ydzyo
2004 to 2016 were identified in a data center transfer mission. Its subcontracter Fuiji
Xerox was lost. Includina at ledast million users of bank transaction data

CommonwealthBank

https://securityonline.info/australiadargestbankcommonwealthlost-12-million-userbank-data/



Crime moves to the Internet, new crime phenomena arist

- Cybercrime-

Cybercrime covers the offenses that are directed against
the Internet, data networks, information technology
systems or their data or that are committed by means of
this information technology.



Dr. Edmond_ocard(1877 -

Systems forensicsBasic principle

)

crime scene

Locard'sexchange principle

holds that the perpetrator of a
crime will bring something into
the crime scene and leave with
something from it, and that
both can be used as forensic
evidence
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