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• Coding Theory
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Current Research Projects

AutoDrive
Horizon 2020, ECSEL Joint Undertaking
Grant Agreement n° 737469
https://autodrive-project.eu/

Airborne DAta Collection On Resilient System Architectures
(ADACORSA)
Horizon 2020, ECSEL Joint Undertaking
Grant Agreement n° 876019
https://adacorsa.eu/

Intelligent Security for Electric Actuators and Converters in
Critical Infrastructures (iSEC)
Bavarian Ministry of Economic Affairs, Regional Development
and Energy, Grant Agreement n° IuK621
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Introduction

Cybersecurity and the COVID-19 Pandemic

Cybersecurity Education

Conclusion and Outlook
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Allianz Risk Barometer 2020 Top 10 Threats

39%
2019: 37% (2) s 1 Cyber incidents

37%
2019: 37% (1) t 2 Business interruption

27%
2019: 27% (4) s 3 Changes in legislation and regulation

21%
2019: 28% (3) t 4 Natural catastrophes

21%
2019: 23% (5) l 5 Market developments

20%
2019: 19% (6) l 6 Fire, explosion

17%
2019: 13% (8) s 7 Climate change

15%
2019: 13% (9) s 8 Loss of reputation or brand value

13%
2019: 19% (7) t 9 New technologies

11%
2019: 8% (13) s 10 Macroeconomic developments

Source: Allianz Global Corporate & Specialty, 2020-01-14.
https://www.agcs.allianz.com/news-and-insights/news/allianz-risk-barometer-2020-de.html
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Business as Usual I Ransomware

1989 2005 2012 2013 2014 2015 2016 2017 2018 2019

AIDS Trojan Reveton

Sypeng,
Koler,

CTB-Locker Ransomware32

SamSam,
Ryuk,

BitPaymer,
LockerGoga,

Matrix,
MegaCortex,
Dharma, . . .

GPCode CryptoLocker LowLevel04,
Tox

WannaCry,
NotPetya

GandCrab,
REvil

Source: Sophos 2020 Threat Report, p. 6, 2019. URL: https://www.sophos.com/en-us/labs/security-threat-report.aspx
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Business as Usual II Cloud Security Breach Scenario

Developer PCs

CSP

Code Repo
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steals code, leaks to Internet

p@$$w0rd

Infected
Developer
Notebook

Attacker

sets up CryptominersSummary:

8 Credentials stolen
8 Code (IP) stolen
8 Additional expenses
8 Bitcoins for the attacker
8 Damage to company’s image
8 Fines, . . .

Source: Sophos 2020 Threat Report, p. 21, 2019. URL: https://www.sophos.com/en-us/labs/security-threat-report.aspx
Image Sources: Pixabay, https://www.pixabay.com, and OpenClipart, https://openclipart.org, CC0
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DDoS Attacks in Q1 2020

20% 40% 60% 80% 100% 120% 140% 160% 180%

Q1 2019 100%

Q4 2019 90%

Q1 2020 180%

Q1 2019 100%

Q4 2019 89%

Q1 2020 186%
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Source: Kupreev O., E. Badovskaya, and A. Gutnikov, DDoS attacks in Q1 2020. Kaspersky’s securelist.com, 2020-05-06, https://securelist.com/ddos-attacks-in-q1-2020/96837/.
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DDoS Attacks in Q2 2020

50% 100% 150% 200% 250% 300%

Q2 2019 100%

Q1 2020 302.08%

Q2 2020 316.67%

Q2 2019 100%

Q1 2020 225%

Q2 2020 216.67%
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Source: Kupreev O., E. Badovskaya, and A. Gutnikov, DDoS attacks in Q2 2020. Kaspersky’s securelist.com, 2020-08-10, https://securelist.com/ddos-attacks-in-q2-2020/98077/.
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COVID-19 Phishing Scams I

Image Source: Lily Hay Newman, Watch Out for Coronavirus Phishing Scams. wired.com, 2020-01-31, https://www.wired.com/story/coronavirus-phishing-scams/.
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COVID-19 Phishing Scams II

Image Source: Adrien Gendre, Hacker nutzen die Coronavirus-Pandemie für die aktuellsten, auf Ereignis basierenden E-Mail-Angriffe. VadeSecure, 2020-04-02,
https://www.vadesecure.com/de/hacker-nutzen-die-coronavirus-pandemie-fur-die-aktuellsten-auf-ereignis-basierenden-e-mail-angriffe/.
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COVID-19 Themed Android Malware

Image Source: Avira Protection Labs, Malware Threat Report: Q2 2020 Statistics and Trends. avira.com, 2020-09-29,
https://www.avira.com/en/blog/malware-threat-report-q2-2020-statistics-and-trends.
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Attacks Against Hospitals During COVID-19 Pandemic
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Cyber Threats for Individuals

cybercrime

professional
information exposure

cyber addiction

personal information
exposure

cyberbullying

hacked devices

stolen accounts
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Cybersecurity Education

Matthew McNulty and Houssain Kettani:

“Much of the existing research focuses on the need to train profession-
als in cybersecurity or related disciplines, rather than expanding the
knowledge base of individuals who are not attempting to learn about
these areas directly.”

McNulty M., and H. Kettani (2020). On Cybersecurity Education for Non-Technical Learners. Proceedings of the 3rd International Conference on Information and Computer Technologies
(ICICT), San Jose, CA. Piscataway, NJ: IEEE. https://doi.org/10.1109/ICICT50521.2020.00072

European Union Agency for Network and Information Security (ENSIA). (2019). ENISA threat landscape report 2018: 15 top cyberthreats and trends. Heraklion: ENISA.
https://doi.org/10.2824/622757
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Cybersecurity Education For whom?

Private individuals? Executives?
Computer Scientists

and Engineers? Security Professionals?

Image Sources: Pixabay, https://www.pixabay.com, and OpenClipart, https://openclipart.org, CC0
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Cybersecurity Education At what age should we start?

Image Source: Pixabay, https://www.pixabay.com, CC0
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Cybersecurity Education Passwords

Official Password Best Practice
Un

de
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ta
nd
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Why
Passwords?

Password
Issues

Password
Leakage

Consequences
Password
Creation

Password
Retention

Password
Entry

Password
Tools

Ê Protect valuable
assets

Ë Confirm claimed
identity

Ê Shoulder Surfing

Ë Phishing

Ì Keylogging

Í Social Engineering

Î Password
Guessing

Ï Written down
passwords

Ð Forgetting a
password

Ñ Network Sniffing

Ò Reused passwords
cracked

Ê Impersonation Ê Match strength to
value

Ë Use passphrases

Ì Don’t choose
complex passwords

Í Choose memorable
passwords

Î Don’t choose
predictable passwords

Ï Don’t reuse
passwords

Ð Choose easy to
type passwords

Ê Don’t write
passwords down

Ë Don’t change
regularly

Ì Don’t share
passwords

Í If hacked
change password

Ê Prevent observation

Ë Verify URL before
entering

Ì Ensure HTTPS
is used

Í Check for a
physical keylogger

Ê Password
Managers

Ë Two Factor
Authentication

Sources:
Suzanne Prior, and Karen Renaud. Age-Appropriate Password “Best Practice” Ontologies for Early Educators and Parents. International Journal of Child-Computer Interaction. Volumes
23-24, June 2020. https://doi.org/10.1016/j.ijcci.2020.100169

Karen Renaud, and Suzanne Prior. Children’s Password-Related Books: Efficacious, Vexatious and Incongruous. Early Childhood Education Journal, July 2020.
https://doi.org/10.1007/s10643-020-01067-z
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Cybersecurity Education for Kids Passwords I

4. . .5 Year Old Children’s Password Best Practice
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Password Issues Password Creation Password Entry

Í Someone knowing
your password (other
than Mummy, Daddy,
your carer or teacher)
Ð You might not be
able to play a game
if you forget your

password

Ñ Always ask your
teacher, carer, Mummy
or Daddy if you’re not
sure about anything

Ê Before you enter
your password have
a quick look that
no one is peeking

Sources:
Suzanne Prior, and Karen Renaud. Age-Appropriate Password “Best Practice” Ontologies for Early Educators and Parents. International Journal of Child-Computer Interaction. Volumes
23-24, June 2020. https://doi.org/10.1016/j.ijcci.2020.100169

Karen Renaud, and Suzanne Prior. Children’s Password-Related Books: Efficacious, Vexatious and Incongruous. Early Childhood Education Journal, July 2020.
https://doi.org/10.1007/s10643-020-01067-z
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Cybersecurity Education for Kids Passwords II

6. . . 7 Year Old Children’s Password Best Practice

Un
de

rs
ta
nd

in
g

Ap
pl
ic
at
io
n

Why
Passwords?

Password
Issues

Password
Leakage

Consequences
Password
Creation

Password
Retention

Password
Entry

Ê Stopping others from
getting into your computer

Ë Tell the computer, tablet or
smartphone that you are you

Identity

Ê Someone watching as
you enter your password

Í Someone knowing
your password (other
than Mummy, Daddy,
your carer or teacher)

Î Someone guess-
ing your password

Ï Someone finding your
written down password

Ð You might not be able
to play a game if you
forget your password

Ê Someone telling the
computer that they are you

Ë Make up a silly sentence

Í Make sure you can
remember your password

Ï Doors have different
keys. You should also

use different passwords

Ð Choose a password
that doesn’t muddle

you when you’re typing

Ñ Always ask your
teacher, carer, Mummy
or Daddy if you’re not
sure about anything

Ê Remember your password

Ì, Í If someone knows
your password, change it

Ê Before you enter your
password have a quick

look that no one is peeking

Sources:
Suzanne Prior, and Karen Renaud. Age-Appropriate Password “Best Practice” Ontologies for Early Educators and Parents. International Journal of Child-Computer Interaction. Volumes
23-24, June 2020. https://doi.org/10.1016/j.ijcci.2020.100169

Karen Renaud, and Suzanne Prior. Children’s Password-Related Books: Efficacious, Vexatious and Incongruous. Early Childhood Education Journal, July 2020.
https://doi.org/10.1007/s10643-020-01067-z
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Cybersecurity Education for Kids Passwords III

8. . .9 Year Old Children’s Password Best Practice
Un

de
rs
ta
nd
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g
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Why
Passwords?

Password
Issues

Password
Leakage

Consequences
Password
Creation

Password
Retention

Password
Entry

Ê Stopping others from
getting into your computer

Ë Tell the computer, tablet or
smartphone that you are you

Identity

Ê Someone watching as
you enter your password

Í Someone knowing
your password (other
than Mummy, Daddy,
your carer or teacher)

Î Someone guess-
ing your password

Ï Someone finding your
written down password

Ð You might not be able
to play a game if you for-
get your password Ò If
use the same password

everywhere, you’re giving a
hacker the key to your world

Ê Someone pre-
tending to be you

Ê If someone could you
your password to change
something you care about,
choose a longer password
Ë Make up a silly sentence

Í Make sure you can
remember your password
Î Make your password
hard for others to guess
Ï Doors have different
keys. You should also

use different passwords
Ð Choose a password
that doesn’t muddle

you when you’re typing
Ñ Always ask your

teacher, carer, Mummy
or Daddy if you’re not
sure about anything

Ê Remember your password

Ì, Í If someone knows
your password, change it

Ê Before and while you enter
your password have a quick
look that no one is peeking
Ì Check for a small lock at
the top of the screen before

entering your password

Sources:
Suzanne Prior, and Karen Renaud. Age-Appropriate Password “Best Practice” Ontologies for Early Educators and Parents. International Journal of Child-Computer Interaction. Volumes
23-24, June 2020. https://doi.org/10.1016/j.ijcci.2020.100169

Karen Renaud, and Suzanne Prior. Children’s Password-Related Books: Efficacious, Vexatious and Incongruous. Early Childhood Education Journal, July 2020.
https://doi.org/10.1007/s10643-020-01067-z
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Cybersecurity Education Passwords

Source: Randall Munroe, https://xkcd.com/936/
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Cybersecurity Education for Kids

Further information:
Professor Karen Renaud
Professor in Cyber Security

� https://karenrenaud.com/
Q cyber4humans@gmail.com
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Cybersecurity Education for Adults in General Germany

https://www.cyberfibel.de/
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Cybersecurity Education for Adults in General USA

https://staysafeonline.org/
https://www.youtube.com/user/StaySafeOnline1
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Cybersecurity Awareness Example: Phishing Campaigns

Ý Information about status quo in
terms of phishing awareness

Ý Build-up for awareness seminar

Ý Teachable moment

Ý Evaluation of new security
awareness measures

Ä Phishing campaigns might lower security
level of organisation

Ä Legal problems

Ä Negative influence on the working
atmosphere

Ä Negative influence on trust

Ä Negative influence on error culture

Source:
Melanie Volkamer, Martina A. Sasse, and Franziska Böhm. Phishing-Kampagnen zur Steigerung der Mitarbeiter-Awareness. Datenschutz und Datensicherheit (DuD), Vol. 8/2020,
pp. 518-521, August 2020.
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Cybersecurity Education at Universities

Ê Teach security topics according to the subject of study and the students
requirements!

Ë Teach the fundamentals first!

Ì Do not just teach concepts! Let the students get their hands dirty!

Í Practice, practice and. . . (guess what?). . .practice!

Î Keep your lectures and course material up to date!
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Cybersecurity Education at OTH Amberg-Weiden Example

1

2

3

4

5

6

7

Mathematics, English, Foundations of Digital Systems,
CPS 1, Programming, Theory of Computation,

Operating Systems, Stochastics

Algorithms & Data Structures, Computer Networks, Mobile &
Ubiquitous Computing, Data Analytics, Control Engineering,

Software Engineering 1, Embedded Systems,
Fundamentals of Coding Theory & Cryptology

Practical Semester

CPS 2, Software Engineering 2, Software Pro-
ject, Computer Vision, Real-Time Operating Sys-

tems, Information Security, Manufacturing Execu-
tion Systems, Elective Subjects, Bachelor Thesis

Fu
nd
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Practical Exercises Example: ANSKo

Further Information:
Prof. Dr. Rudolf Hackenberg, OTH Regensburg, rudolf.hackenberg@oth-regensburg.de
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Cybersecurity Training Lab at Weiden

w Cybersecurity Training for Companies
• IT Security: From Prevention to Reaction
• Cryptographic Protocols

w Secure Software
• Secure Software Engineering
• Secure Implementations and Testing in C

w Hacking
• Pentesting
• Binary Exploitation

w Cybersecurity Technologies
• Post-Quantum Security
• Blockchain

Further information: Prof. Dr. Daniel Loebenberger
Q daniel.loebenberger@aisec.fraunhofer.de
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Outlook

SECURWARE 2021
The Fifteenth International Conference on

Emerging Security Information, Systems and Technologies

Special Track “Cybersecurity Education”:

• Cybersecurity Education for special target groups

• New concepts

• Ideas for new curricula

• Tools and hardware for Cybersecurity Education

• . . .
Loo

k out
for

the
CfP

!
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Prof. Dr. Andreas Aßmuth °t
Professor of Computer Networks and Mathematics
OTH Amberg-Weiden
Department of Electrical Engineering, Media and Computer Science
Kaiser-Wilhelm-Ring 23, 92224 Amberg, Germany
Phone: +49 9621 482 3604
Email: a.assmuth@oth-aw.de
PGP: 0x93E4D0FA
Web: https://www.andreas-assmuth.de
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