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Celebrating the bicentennial birthday of Werner von Siemens

Werner von Siemens:
At a glance

181671 1892

Werner von Siemens was a responsible entrepreneur and far-sighted
inventor whose name soon became a household word around the
world. Far ahead of his time, he recognized and fostered the link
between science and technology.

Al n my yout h, | dreamed of
enterprise of world standing comparable to that

\

of the Fugger dynasty €éo

Werner von Siemens, 1887
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Milestones of a 170-year history gty for tife
) 1866 1959 1983 2012
18161 1892 The dynamo makes SIMATIC makes First magnetic resonance Test operation of the
Company founder, electricity part of Siemens a leader in Imaging scanner goes worl ddés | ar ge:
visionary and inventor everyday life automation technology into operation offshore wind turbines

I I I
Siemens innovations over the past 170 years

1847 1925 1975 2010 2015

Pointer telegraph Siemens electrifies Breakthrough of TIA Portal takes Sinalytics puts
lays the foundation the Irish Free State high-voltage direct- automation a stage digital services for
of Siemens as a with a hydroelectric current (HvVDC) further industry on a new
global company power plant. transmission footing

)
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E-A-DT acomplete system

With our positioning along the electrification

value chain, we have know-how that extends

from power generation to power transmission,
from power distribution and smart grids to the
efficient application of electrical energy.

With our outstanding strengths in
automation, weo0ore well equi
future and the age of digitalization.
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Digitalization at Siemens 1 SIEMENS
Productivity lever for our customers lngesuity for Life

Improved productivity, Greater flexibility Higher availability
shorter time-to-market and stability and efficiency

. . . Automation and
Design and engineering .
operation
N \ / - > X
.

é" Cooperation
. and mobile IT
éﬂfﬁb Smart data and

¥ analytics

{_(;b Cloud
technologies

#7a Connectivity and
@ Web of Systems

Linking the virtual and real worlds along the entire value chain of customers

Vertical software Digital services

Revenue, FY 2015 u3.1 billion 10.6 billion
@) comersecury profabilty
ket growth
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Concept for the Industrial Application of the Internet of Things i
The Web of Systems provides security for critical infrastructure

Energy Wind Power and
Management "R Grid Renewables
................................................. ";(g)_v i frastructure

Power and Gas,
Digital Power Generation
Factory Web of Turbine Services
......................... Systems momtarmg
Process facturing 1
Industries N .\‘
and Drives ﬁ“‘*
......................... § ‘;ﬁ.’

Building

Healthcare Building Technologies
"""""""""""""""""""""""""""" infrastructure
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Siemens believes the Internet of
Things has tremendous potential

In critical infrastructure, customers
have much higher requirements
regarding reliability, service life and
data protection

For this reason, in a Web of Systems
the data is processed locally

This ensures that the knowledge
and the intellectual property of our
customers remain protected

Siemens is already using this
technology in many projects today
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Our innovative power in figures i

Siemens as a whole and Corporate Technology

Expenditures for research and development

~oD
U4.5 biltion

Expenditures for R&D in fiscal 2015

Inventions and patents 1
securing our future

NV —
7,650 3,700
inventions! patent applications

1 In fiscal 2015 2 Centers of Knowledge Interchange
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i
32,100

R&D employees?

University cooperations 1
our knowledge edge

= =
9 16

CKI principal partner
universities? universities
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Corporate Technology i
our competence center
for innovation and
business excellence3

i
7,800

employees
worldwide

i
1,600

researchers

i
5,300

software
developers

%

40

patent
experts

3 Employee figures: Status September 30, 2015
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Our organization i SIEMENS
Corporate Technology at a glance lingemuity for Ufe

Corporate Technology (CT)

CTO 1 Prof. Dr. Siegfried Russwurm

Business Excellence, Corporate Development Innovative Ventures
Quality Management, top* Intellectual Property and Digital Platforms

Business excellence Protection, use and defense of Competence center for horizontal Access to external innovations
Quality management intelleciualiproperty %ng";?g::;zr\?vde“C;;aggf';z::gm Start-up foundation
Internal process and production Patenvandibrandiprotecioniia firmware, and hardware ’ Commercialization of innovations
consulting engineering
Research in Digitalization N Research in Energy Technology and : : :
; : . University Relations
and Automation » and Electronics Innovation Management
Research activities covering all Research activities relating to Siemensd technol o Global access to the academic
relevant areas in digitalization energy and electrification, innovation agenda world
it EWIBITEIEN B SE e glectrotr)lc, new r?atterlgls e Standardization, positioning Top positioning in terms of
Ir:g?r\llc? dI;/e manufacturing regarding research policy university cooperations

Provision of publications relating
to R&D
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Increasing intelligence and open communication SIEMENS
drive security requirements in various industrial environments lngenuiby for life

Process Automation Factory Automation Urban Infrastructures

e A
' - A

_ e
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SIEMENS
Our industrial society confesses a growing demand for IT-Security ey for e

IT Security trends are determined by drivers such as
A Industry infrastructures changes (Digitalization)
A More networked embedded systems
A Increasing device-to-device communication
A Need to manage intellectual property
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And
A Increasing international organized crime

|
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A Privacy

A Compliance enforcement

A Cyber war fare

A Cloud/Virtualization

A PDAs, Smart Mobiles

A Social Networks / data mining concepts

Aé .
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The threat level is rising T
Attackers are targeting critical infrastructures

Evolution of attacker motives, vulnerabilities and exploits

The Age of Computerworms

Cybercrime and Financial

Politics and Critical

Hacking against physical assets

# of published exploits
# of published vulnerabilities

1

1

Interests Infrastructure
Code Red Slammer Blaster Zeus  SpyEye Rustock Aurora Nitro Stuxnet
"Hacking for fun" "Hacking for money" Hacking for_pollt!ca‘ll and States Criminals
economic gains
. . . Hacktivists . .
Hobbyists Organized Criminals State sponsored Actors Terrorists Activists
. Anonymous
Backdoors Worms . (ttredlt Card Fraud SCADA Cyberwar
otnets :
Anti-Virus o Banker Trojans DigiNot RSA Breach Hacking against
Phishing IgiNotar it
Hackers SPAM APT critical infrastructure
BlackHat Adware | Targeted Attacks Ransomware
Viruses WebSite Hacking Sony Hack Identity theft
. . # of new
Responsible Disclosure malware Major loss of privacy
samples "Glaserner Burger im Netz"

2002 2003

2004

/

2005 2006 2007

2008/ ‘

2009 2010 2011 20/12

2013 2014 2015
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IBM X-Force Trend and Risk Report

HP Cyber Risk Report
Symantec Intelligence Report

Data sources:
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