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About me (1)





Doctoral researcher at the Telecooperation lab of the Technische
Universität Darmstadt since May 2016, working on computer and 
network security.

Obtained my diploma from ECE NTUA, Athens (2016).
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About me (2)



About TU Darmstadt and TK

First university in the world to set up a chair in electrical
engineering (1882).

Around 26.000 students and 5.000 staff.

2 campuses.

The Telekooperation lab is headed by Prof. Dr. Max Mühlhäuser 
and consists of ≈25 researchers.
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 Blockchains and cryptocurrencies

 Trust in the internet

 Some of our work

 Discussion

Telecooperation 8



Part 1: Blockbits & Bitchains (??)
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Garay et al. Eurocrypt 2015



Blockchain technology as introduced with Bitcoin offers a 
ditributed immutable ledger and a solution to the consensus
problem (see Byzantine Generals), assuming an honest majority of
computing power.

Main use at the moment is monetary systems

 It is being tried out in a wide variety of different domains

Has a relatively high communication and storage overhead

Provides provable security under assumptions about the
adversarial computational share and the network connectivity
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Blockchain
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How Blockchain works

Illustration: https://datafloq.com



A peer 𝐴 generates a transaction 𝑇𝐴 and broadcasts it to the 
network (via flooding - gossiping)
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How Blockchain works (1)

𝑇𝐴



Each miner checks 𝑇𝐴 for protocol compliance and validity

 If valid, miner will add 𝑇𝐴 to a block for mining
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How Blockchain works (2)

𝑇𝐴

𝑇𝐴

𝑇𝐵
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What’s in a block

Illustration: Matthäus Wander (Wikimedia)



Each miner tries to find a solution to a (fairly difficult) 
computational puzzle (Proof-of-Work)

There exist other approaches (Proof of Strake, - of Space, etc.)
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How Blockchain works (3)

Image source: dreamstime.com



The miner(s) that finds a solution broadcasts the winning block to 
the network

He also collects a reward
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How Blockchain works (4)

Image source: The Sun



Each miner (peer) checks the block for validity

 If valid, he adds the block to his blockchain

Race conditions are solved by “longest chain rule” (more difficult 
chain)

The chain probabilistically converges (if adversary controls less 
than 50% of computational power)
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How Blockchain works (5)



Miners start working on the next block…

Telecooperation 18

How Blockchain works (6)
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Why are Blockchains secure?

Illustration: Mark Montgomery



https://anders.com/blockchain/hash.html
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A small demo

https://anders.com/blockchain/hash.html
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The Blockchain as a distributed state 
machine

By original file: Theymos from Bitcoin wikivectorization: Own work - Bitcoin Wiki: https://en.bitcoin.it/wiki/File:Blockchain.png, CC BY 3.0, 
https://commons.wikimedia.org/w/index.php?curid=16043262



Geographical distribution of full nodes:

https://bitnodes.21.co/

Hashrate Distribution:

https://blockchain.info/pools
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How decentralized is Bitcoin_

https://bitnodes.21.co/
https://blockchain.info/pools


Telecooperation 23

Blockchain frenzy





Set up a                           wallet

Any wallet that can handle Litecoin transactions will do, but I 
propose:
 Coinomi (Android) multiwallet- choose Litecoin

(https://play.google.com/store/apps/details?id=com.coinomi.wallet)

Loafwallet (ios) (https://itunes.apple.com/us/app/loafwallet-litecoin-
wallet/id1119332592?mt=8)

Electrum-LTC or other (Desktop)

https://play.google.com/store/apps/details?id=com.coinomi.wallet
https://itunes.apple.com/us/app/loafwallet-litecoin-wallet/id1119332592?mt=8
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Your address
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Transaction fees



Credits to Crystal Brown Knox Middle School Salisbury, NC
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Part 2: Trust in the Web 
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Remote Authentication

Q1: What does the green lock mean?



PGP’s Web of trust
• Decentralized system

• Chain of trust among peers

• Mostly used (by geeks) for email communication and code signing
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Authentication online is mainly 
performed through 2 means

X.509 certificates
• Signed by a certification authority (CA)

• Chain of trust until a root CA is found

Q2: How are root CA’s known to the browser?

A (large) set of root CAs is trusted by the browser’s vendor (and operating system)
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X.509: SSL/TLS green lock means 
authentication successful 
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Upon closer inspection
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Connections security details show 
encryption algorithms etc.
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Certificate inspection: organizations 
involved and fingerprints
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Trust chain: DT is root of trust



Telecooperation 38

We can find DT in the list of Root CAs
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Real-world issues
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What about PGP?

Illustration: Konstantin Ryabitsev



 Lacks usability (and user-base)

Nightmare key management

Has many distributed single points of failure

Key distribution is handled by authorities known as key servers

Key revocation is also handled by these servers

No forward secrecy

No privacy

…
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PGP is good but…

Q3: What is forward secrecy/security?
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Secure authentication is an open 
problem with its main issues:

Binary notion of security is unrealistic

Centralized solutions are dangerous

Difficult to use solutions are also dangerous
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Secure authentication is an open 
problem with its main issues:

Binary notion of security is unrealistic

Centralized solutions are dangerous

Difficult to use solutions are also dangerous

Proposed approach: Combine computational trust models with 
Blockchain technology to build decentralized and secure systems
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Part 3: Some of our work



 “a particular level of the subjective probability with which an 
agent assesses that another agent or group of agents will perform 
a particular action, both before he can monitor such action… in a
context in which it affects his own action” [Gambetta, 1990]
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(Computational) Trust: a definition

Therefore we model trust as a probability under uncertainty, e.g.:

𝑜 = 𝑡, 𝑐, 𝑓 ∈ 0,1 ⨯ 0,1 ⨯ 0,1

𝐸 = 𝑡 ∙ 𝑐 + 1 − 𝑐 ∙ 𝑓
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Idea: Store trust assessments/ 
certificates in the blockchain
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Blockchains and trust: (Some) Related
work

• “Perspectives: Improving SSH-style Host Authentication with Multi-Path Probing” 
(Usenix ATC ‘08)

• “Towards robust and effective trust management for security: A survey” 
(TrustCom’14)

• “From Pretty Good to Great: Enhancing PGP Using Bitcoin and the Blockchain” 
(NSS’15)

• “Blockstack: A global naming and storage system secured by blockchains” (USENIX ATC 
16)”

• “TrustIsRisk: A Decentralized Financial Trust Platform” (FC’17)
• “IKP: Turning a PKI Around with Decentralized Incentives” (Oakland’17)



Can Blockchain technology offer more secure systems for 
cryptographic authentication?
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Our research question



How can we model Blockchain-based trust management systems 
(TMSs)?

What advantages do these systems have compared to existing 
approaches?

 We present a model for TMSs built upon a blockchain

 We present 5 prevalent attacks on TMSs and how they can be 
mitigated by our design
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Important questions



Definition1 (Trust relation): A Trust relation (TR) is a tuple 

≺ 𝐴,𝐵, 𝑐, 𝑣, 𝛼, 𝑡 ≻, where:
• 𝐴 is the trustor

• 𝐵 is the trustee

• 𝑐 is the context*

• 𝑣 ∈ 0,1 is the computational trust value

• 𝛼 is a set of cryptographic artifacts, i.e. digital signatures

• 𝑡 is a logical time component (partial time ordering)
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Our model: Trust relation



Definition 2 (TM network): A TM network or trust graph is a 
directed multigraph 𝐺 = (𝑉, 𝐸), where:
• Each 𝑣 ∈ 𝑉 is an entity, e.g. CA, physical person etc.

• Each 𝑒 ∈ 𝐸 is labeled with a trust relation
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Our model: TM network and trust 
assessment

Definition 3 (Trust assessment): A trust assessment 𝑇𝐴→𝐵
𝑐 is 

defined as:
𝑇𝐴→𝐵
𝑐 ≝ 𝑃 𝑐,𝐻

where:
𝑃 ∶ 𝑐 ⨯ 𝐻 ⊆ 𝐺 → [0, 1]

𝑃 is a program that takes as input a trust network 𝐻 and outputs a 
trust value in a given context.
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Our model: a trust graph
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The blockchain as a state machine for 
trust

• Blocks are states of the trust graph
• A fork can happen for a short period of time but will be resolved



Adversary: arbitrary, can control a subset of the entities in the 
system, along with a subset of the communication channels BUT 
he cannot break crypto

Objective: Man in the middle (MITM) – fake identity –
impersonation + remain undetected (optionally)

Resources: The number of entities and communication channels 
the adversary controls
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Attacks against TMS
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A1: Stealthy targeted attack

• MITM against specific user, without the
rest of the network realizing.
• E.g. malicious CA
• Similar in nature to discrimination or
conflicting behavior attack in TMS
• Consensus property of Blockchain makes
this attack improbable (proof sketch in the
paper)
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A2: Double registration attack

• Similar to identity theft and domain highjacking
• Global view of the chain by all participants
averts this attack
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Stale information attack

• Old (stale) information (e.g. revoked certificates) is forwarded to a user in 
order to trick him into a bad decision

• Strict partial ordering of events on the chain exposes this attack (proof sketch 
in the paper)
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Denial of Service attack*

By Everaldo Coelho and YellowIcon - All Crystal icons were posted by the author as LGPL on kde-look, LGPL, 
https://commons.wikimedia.org/w/index.php?curid=3980651

• Distributed Blockchain constructs are in
Principle more resistant to DoS attacks than
centralized solutions, although research in
this field is ongoing
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Censorship (and legal)

• Increased transparency and consensus
avert one-sided decisions
• Distribution of control makes consensus
necessary for decisions



We showed that building TMS on top of blockchain consensus 
protocols can provide more secure solutions

A number of attacks are mitigated with the assumption of a 
distributed ledger

Challenges:
• Size of the Blockchain – counter bloat

• Privacy of trust relations

• Choice of Blockchain (public, consortium etc.)

• Thin clients for IoT devices
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Conclusions and future work



Who owns your data?
Google, Facebook, Amazon etc. ?

Who owns your identity?
Government, Google, Facebook?

How can you own your own identity?
Self-sovereign identity and trust
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More thoughts



Open hardware

Open software

Self-sovereign data and identity
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Security only with:
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Discussion Time

Credits to Rita Platt



 “Student Research Abstract: On Enhancing Trust in Cryptographic 
Solutions” (ACM SAC ‘17)

 “Beyond the Hype: On using Blockchain in Trust Management for 
Authentication” (TrustCom’17)
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