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m‘ About me (1)

= Doctoral researcher at the Telecooperation lab of the Technische
Universitat Darmstadt since May 2016, working on computer and
network security.
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m‘ About me (2)

= Doctoral researcher at the Telecooperation lab of the Technische
Universitat Darmstadt since May 2016, working on computer and
network security.

= Obtained my diploma from ECE NTUA, Athens (2016).
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m‘ About TU Darmstadt and TK

= First university in the world to set up a chair in electrical
engineering (1882).

= Around 26.000 students and 5.000 staff.
= 2 campuses.

" The Telekooperation lab is headed by Prof. Dr. Max Muhlhauser
and consists of =25 researchers.
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CONTENT

= Blockchains and cryptocurrencies
= Trustin the internet

= Some of our work

= Discussion
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m‘ Part 1: Blockbits & Bitchains (??
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I'VE HIRED A CONSULTANT
TO HELP US EVOLVE QUR
FRODUCTS TO USE
BLOCKCHAIN TECHMNOLOGY.

BLOCKCHAIM! BLOCKCHAIN!
BLOCKCHAIM! BLOCKCHAIN!
BLOCKCHAIN! BLOCKCHAIN!
BLOCKCHATIM! BLOCKCHAIN!

IT'S AS IF YOURE A
TECHNOLOGIST AND
A PHILOSOPHER ALL

NE!
| ”"{INOE.

BLOCKCHAIN.
SIDECHAINS.

i ) 9
AR

| —

3 The Bitcoin Backbone Protocol

We start by introducing blockchain notation. Let G(-), H(-) be cryptographic hash functions with
outputin {0, 1}". A block is any triple of the form B = (s, x, ctr) where s € {0, 1}", 2 € {0, 1}, etr €
B are such that satisfy predicate validblock;:—(B} defined as

(Hictr,G(s,x)) < T) A ctr < q).

The parameter T' € M is also called the block’s difficulty level The parameter g € H is a bound
that in the Bitcoin implementation determines the size of the register cfr; in owr treatment we allow
this to be arbitrary, and use it to denote the maximum allowed number of hash queries in a round.
We do tlus for convenlence and our analysis applies in a stralghtforward manner to the case that
ctr is restricted to the range 0 < ctr < 2% and ¢ is independent of ctr.

A bBlockchain, or simply a chain s a sequence of blocks. The rightmost block 1s the head of
the chamn, denoted head(C}. Note that the empty string = 15 also a chain; by convention we set
head(s) = =. A chain € with head(C) = (s, 2', ctr’) can be extended to a longer chain by appending
a valid block B = (s, x, etr) that satisfies s = H{ctr', G(s", 2")). In case € = =, by convention any
valid block of the form ( ctr) may extend it. In either case we have an extended chain Crev. = CB
that satisties head(C,..,) = B.

The length of a chain len(C) is its number of blocks. Given a chain C that has length len(C) =
n = ) we can define a vector x¢ = (ry,...,xp) that contains all the x-values that are stored in the

chain such that z; 1s the value of the -th block.

Consider a chain C of length i and any nonnegative mteger k. We denote by c* the chain
resulting from the “pruning” the & rightmost blocks. Note that for k = len(C), Clk—c HCisa
prefix of Ca we write C; = Ca.

Garay et al. Eurocrypt 2015
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= Blockchain technology
ditributed immutable ledger consensus
problem (see Byzantine Generals

monetary systems $ ETHEREUM

wide variety of different domains
relatively high overhead
" Provides provable security

Telecooperation 10



TECHNISCHE
UNIVERSITAT
DARMSTADT

m’ How Blockchain works

‘ ‘ A Blackehain 15 2 cheud Sased dalabase shared by every parlicpant |o 2 gvon

Hnw BlucKcHAIN wunKS systemy o the case of IS exstplar, Its 2 currency frade, The Blockotain containg
e ¢

mpleds tramaction of the cryptocurmency Or oiher record keeping In other
apohcations. Thnk of It as 2 clogd Dased pear 10 Dear lodesr ,,

Alice wants to The tirst Block is created online o This Block is broadcast 1o every
send money Lo Ben and represents the transaction party in the network
) ) - ~
[l [:] @
i 4 m
” > \
o Those in the network approve the 0 The Block is then added to the Chain which o Ben receives lie
transaction and vahdate it provides a permanent, nonrepudiable and money from Alice

transparent record of the transaction

Y

M
. . —

The Blockehain
The Source of

Illustration: https://dataflog.com
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m’ How Blockchain works (1)

= A peer A generates a transaction T, and broadcasts it to the
network (via flooding - gossiping)

A

Telecooperation 12



m’ How Blockchain works (2)

73, TECHNISCHE
{@/~\ UNIVERSITAT
%) DARMSTADT

= Each miner checks T, for protocol compliance and validity
" |f valid, miner will add T4 to a block for mining

v

Telecooperation
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m‘ What’s in a block

-

N 4 ) 4 )
Block 10 Block 11 Block 12
Prev_Hash Timestamp || = Prev_Hash Timestamp _,—k[ Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce [ Tx_Root Nonce
~/ \Z K ~/ \> ~/
Hash01 Hash23
HashO Hash1l Hash2 Hash3
™0 Tx1 Tx2 Tx3

Illustration: Matthdus Wander (Wikimedia)

Telecooperation

14



m’ How Blockchain works (3)

= Each miner tries to find a solution to a (fairly difficult)
computational puzzle (Proof-of-Work)

= There exist other approaches (Proof of Strake, - of Space, etc.)

Image source: dreamstime.com

Telecooperation 15



m‘ How Blockchain works (4)

= The miner(s) that finds a solution broadcasts the winning block to
the network

=" He also collects a reward

Image source: The Sun

Telecooperation
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m‘ How Blockchain works (5) ) unversra

= Each miner (peer) checks the block for validity
= |f valid, he adds the block to his blockchain

= Race conditions are solved by “longest chain rule” (more difficult
chain)

= The chain probabilistically converges (if adversary controls less
than 50% of computational power)

Telecooperation 17



m’ How Blockchain works (6)
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= Miners start working on the next block...

Telecooperation 18



m‘ Why are Blockchains secure?
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Why You Can’t
Cheat at Bitcoin

1. Say everybody
is working on
block 91.

2. But one miner wants
to alter a transaction

in block 74.

3. He'd have to make his

changes and redo all the
computations for blocks

74-90 and do block 91.
That’s 18 blocks of

expensive computing.

N

4. What's worse, he'd have to do it all before everybody else
in the Bitcoin network finished just the one block (number 91)

that they're working on.

Illustration: Mark Montgomery

Telecooperation
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m‘ A small demo

= https://anders.com/blockchain/hash.html

Telecooperation 20


https://anders.com/blockchain/hash.html

, The Blockchain as a distributed state
machine

TECHNISCHE
UNIVERSITAT
DARMSTADT

By original file: Theymos from Bitcoin wikivectorization: Own work - Bitcoin Wiki: https://en.bitcoin.it/wiki/File:Blockchain.png, CC BY 3.0,
https://commons.wikimedia.org/w/index.php?curid=16043262

Telecooperation 21
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m‘ How decentralized is Bitcoin_

Geographical distribution of full nodes:
= https://bitnodes.21.co/

Hashrate Distribution:
= https://blockchain.info/pools

Telecooperation 22
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Blockchain frenzy D
FUTURE OF FINTECH
Home > News > Future Of FinTech =
Future Of FinTech: Blockchain Frenzy Forges MBA Careers Across Sectors
= a FINANCIAL TIMES

Future Of FinTech: Blockchain Frenzy -

Forges MBA Careers Across Sectors
Has the blockchain hype finally peaked?

Sober reality bites on automating networks of trust on which modern
finance rests

Technology's pioneers scrambling to hire "blockchain tsars'
Written by Seb Murray | Future Of FinTech | Sunday 21st February 2016 23:46:00 GMT

The bitcoin currency is supported by blockchain © AFP

@ o @ 516 B Save

There are few more sexy tech topics setting the business world abuzz
than blockchain — the virtual record of asset ownership underpinning the
digital currency bitcoin.

Telecooperation 23
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m‘ setupa @liteccin wallet

= Any wallet that can handle Litecoin transactions will do, but |
propose:

» Coinomi (Android) multiwallet- choose Litecoin
(https://play.google.com/store/apps/details?id=com.coinomi.wallet)

» Loafwallet (ios) (https://itunes.apple.com/us/app/loafwallet-litecoin-
wallet/id1119332592?mt=8)

» Electrum-LTC or other (Desktop)



https://play.google.com/store/apps/details?id=com.coinomi.wallet
https://itunes.apple.com/us/app/loafwallet-litecoin-wallet/id1119332592?mt=8

00 Sl il 74% B3 15:19
Litecoin D <
receive balance

My address

LSFC DM2h CS4u RvkijB
DQLV vKjj kf8d NoohX

0.00 0.00
LTC EUR

PREVIOUS ADDRESSES

< O O

Telecooperation
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receive

00O %l il 72% W) 15:28 0t @ Sl il 72% WD 15:28 0t @ %l il 69% MDD 15:44

Refresh

< Settings

Sign/verify message

Exchange rates

.87
ZC7ECH Account details

O C Transaction fees
. Sweep wallet

SCHIIEEQE RIS Litecoin transaction fees
Heigl Settings
Change password The fee \_ralue is per kilobyte of
DENTACOIN Contact support transaction data.
The Blockchai
Dental Industn Restore wallet 0.0010

Dentacoin Tok EXport keys
from over 25 (

About Manual receiving addresses 0
received with Do not automatically create a new
LdkiN 3jow xszU 4jYD qSUv address for every transaction DEFAULT CANCEL 0K
ivXp WSPL 8Jeva
+0.06528213 Debugging

Telecooperation 27
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ww.tu-darmstadt.de w| el \ Search wB 9 3 4 v G & g =
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forschen | Karriere planen | Verbunden bleiben Q
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schaft — Wissen

Geheimnis — Herr
Ausstellung in der Universitéts- und Landesbibliothek vom-18.7. bis 22.10.2017

Fir Gaste Studierende International Forschende Wirtschaft te
Kurz gemeldet Die TU Darmstadt Veranstaltungen
» TU und IBM kooperieren » Aktuelles » Fach- und Studienbereiche » A material called spacetime - 21.08.2017
» Brigitte Zypries zu Gast bei HIGHEST » hoch? — Zeitung und Magazin der TU » Der Campus: Orientierung und Anreise » Fiihrung Botanischer Garten - 01.09.2017
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» Zweiter Schy t anTU » der TU Darmstadt » Campusfiibrungen » Weitere Veranstakungen an der TU

Drucken | Impressum | Sitemap | Suche | Kontakt | Webseitenanalyse: Mehr Informationen

Q1: What does the green lock mean?
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m, Authentication online is mainly
performed through 2 means

= X.509 certificates

* Signed by a certification authority (CA)
e Chain of trust until a root CA is found

=" PGP’s Web of trust

* Decentralized system
e Chain of trust among peers
* Mostly used (by geeks) for email communication and code signing

Q2: How are root CA’s known to the browser?

A (large) set of root CAs is trusted by the browser’s vendor (and operating system)

Telecooperation 32
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m, X.509: SSL/TLS green lock means
authentication successful

L 3 ﬂxl Eke nttps:/fwww.tu-darmstadt.de

E www.tu-darmstadt.de
Secure Connection

Permissions

You have not granted this site any special
permissions.

Telecooperation 33
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€ O & | hitps://www.tu-darmstadt.de

..................

E www.tu-darmstadt.de
Secure Connection ke

..................

Verified by: Technische Universitaet
il Darmstadt

More Information

Telecooperation 34
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, Connections security details show
encryption algorithms etc.

General Media Permissions

Website Identity
Website: www.tu-darmstadt.de
Owner: This website does not supply ownership information.
Verified by: Technische Universitaet Darmstadt

View Certificate

Privacy & History

Have | visited this website prior to today? Yes, 154 times

Is this website storing information (cookies) on my Yes P ————
computer?

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS ECDHE_RSA WITH_AES 128 GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Help

Telecooperation 35
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m, Certificate inspection: organizations
involved and fingerprints

General | Details

This certificate has been verified for the following uses:

SSL Server Certificate k
Issued To
Common Name (CN) www.tu-darmstadt.de
Organization (0) Technische Universitaet Darmstadt
Organizational Unit (OU) HRZ
Serial Number 18:DD:A2:06:14:EF-E7
Issued By
Common Name (CN) TUD CA GO01
Organization (0) Technische Universitaet Darmstadt

Organizational Unit (OU) <Not Part Of Certificate>
Period of Validity

Begins On 01/20/2015
Expires On 07/10/2019
Fingerprints
SHA-256 Fingerprint B3:12:56:81:1F:71:3D:F1:0B:6F:23:EE:69:D5:54:58:
6F:D3:4C:8B:87:54:B3:56:D2:7A:E2:8A:F5:2A:1E:22
SHAL Fingerprint 06:C8:E0:BO:EB:CD:BB:9D:ED:52:FC:37:60:A6:A9:7D:A3:90:67:14
Close

Telecooperation 36



m‘ Trust chain: DT is root of trust
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General Qetai*_s

Certificate Hierarchy

-+ Deutsche Telekom Root CA 2

+ DFN-Verein PCA Global - G01
* TUD CA GO1
www.tu-darmstadt.de

Certificate Fields
+ www.tu-darmstadt.de
+ Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
+ Validity
Mot Before
Mot After
Subject
+-Subject Public Key Info
Field Value

Export...

Close

Telecooperation 37



m‘ We can find DT in the list of Root CAs
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Certificate Manager

Your Certificates People Servers Authorities Others
X
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device
D-TRUST Root CA 3 2013 Builtin Object Token
D-TRUST Root Class 3 CA 2 2009 Builtin Object Token

» Deutsche Telekom AG

Deutsche Telekom Root CA 2 Builtin Object Token

DFN-Versin PCA Global - GO1 Software Security Device
TeleSec ServerPass DE-2 Software Security Device
Shared Business CA 4 Software Security Device

» Deutscher Sparkassen Verlag GmbH

S-TRUST Universal Ront CA Builtin Ohiect Tnken

View... Edit Trust... Import... Export... Delete or Distrust...

a

OK

Telecooperation 38



* Real-world issues
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dlS TECHNICA <«

RISK ASSESSMENT —

Another fraudulent certificate raises the
same old questions about certificate
authorities

For the second time this year, Iranian hackers have created a fraudulent...  (C 0 M 0 D 0

PETER BRIGHT - 8/30/2011, 5:12 AM Creating Trust Online®

authority Comodo and issued himself a range of certificates for sites including Gmail, Hotmail, and
Yahoo! Mail. With these certificates, he could eavesdrop on users of those mail providers, even if
n they use S5L to protect their mail sessions.

. Earlier this year, an Iranian hacker broke into servers belonging to a reseller for certificate

Ethereum Bug Sends Smart Contracts
Back to the Drawing Board

Alyssa Hertig (@AlyssaHertig) | Published on November 2, 2016 at 21:51 GMT FEATURE

W 39 f Q-+ in 259 D] =~

|

The Heartbhleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides
communication security and privacy over the Internet for applications
such as web, email, instant messaging (IM) and some virtual private
networks (VPNs).

The Heartbleed bug allows anyone on the Internet to read the memory
of the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.

Telecooperation 39
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m‘ What about PGP?

d'Artagnan

t:ultimate | v:ultimate

VIR

Porthos Aramis

t:full | v:full t:full | v:full
Mousqueton Planchet Bazin
t:marginal | v:full t:marginal | v:full t:marginal | v:full

Sy

M. Bonacieux

t:unknown | v:full

Illustration: Konstantin Ryabitsev

Telecooperation 40
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m‘ PGP is good but... W e

= Lacks usability (and user-base)

=" Nightmare key management

=" Has many distributed single points of failure

= Key distribution is handled by authorities known as key servers
= Key revocation is also handled by these servers

= No forward secrecy

= No privacy

Q3: What is forward secrecy/security?

Telecooperation 41



m, Secure authentication is an open
problem with its main issues:

" Binary notion of security is unrealistic
= Centralized solutions are dangerous
= Difficult to use solutions are also dangerous

Telecooperation 42



m, Secure authentication is an open
problem with its main issues:

" Binary notion of security is unrealistic
= Centralized solutions are dangerous
= Difficult to use solutions are also dangerous

v'Proposed approach: Combine computational trust models with
Blockchain technology to build decentralized and secure systems

Telecooperation 43
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m‘ (Computational) Trust: a definition

m subjective probability an
agent assesses that another agent
action before

V4

context
v'Therefore we model trust as a probability under uncertainty, e.g.:

o=(tcf) €{[0,1] x[0,1] x [0,1]}

E=t-c+(1—-c¢)-f

Telecooperation 45



m, Idea: Store trust assessments/
certificates in the blockchain

— X
.
H N A 8=
. ||
1 C%
a, C8"'_E'
UNIVERSITY
L LA 1]
n
e rnnnna
4 G s G
'!! = .
\’ ecsoe
= a %"
o Qo ’ s G
Block i Block i+1
- 3 ™ > e | >
(0.7, 0.8) (0.9, 0.9)
a,—>a, a,—>3,
(0.6,0.7) (1.0,0.8)
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m. Blockchains and trust: (Some) Related
work

* “Perspectives: Improving SSH-style Host Authentication with Multi-Path Probing”
(Usenix ATC ‘08)

* “Towards robust and effective trust management for security: A survey”
(TrustCom’14)

*  “From Pretty Good to Great: Enhancing PGP Using Bitcoin and the Blockchain”
(NSS’15)

* “Blockstack: A global naming and storage system secured by blockchains” (USENIX ATC
16)”

* “TrustlsRisk: A Decentralized Financial Trust Platform” (FC’17)

e “IKP: Turning a PKI Around with Decentralized Incentives” (Oakland’17)

Telecooperation 47



= Can Blockchain technology offer more secure systems for
cryptographic authentication?

Telecooperation 48
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=" How can we model Blockchain-based trust management systems
(TMSs)?

=" \What advantages do these systems have compared to existing
approaches?

v We present a model for TMSs built upon a blockchain

v We present 5 prevalent attacks on TMSs and how they can be
mitigated by our design

Telecooperation 49



m‘ Our model: Trust relation

= Definitionl (Trust relation): A Trust relation (TR) is a tuple
<A B,c,v,a,t >, where:

e Ais the trustor
* B is the trustee

c is the context*

v € ]0,1] is the computational trust value

« is a set of cryptographic artifacts, i.e. digital signatures

t is a logical time component (partial time ordering)

Telecooperation 50



, Our model: TM network and trust
assessment
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= Definition 2 (TM network): A TM network or trust graph is a
directed multigraph ¢ = (V, E), where:
* Each v € I/ is an entity, e.g. CA, physical person etc.
 Each e € E is labeled with a trust relation

= Definition 3 (Trust assessment): A trust assessment T1_, g is
defined as:
TS, & P(c, H)

where:
P:cxH G - |[0,1]

P is a program that takes as input a trust network H and outputs a
trust value in a given context.

Telecooperation 51



m‘ Our model:

a trust graph
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7
< €3, U.g,ﬁ ==

< 1.0

< 9,07, 82 > 201, 08,1 >

0

<C‘2._1_.t] >

< ¢, 0

< Cl.o,ﬁ, ty >

20h >

.9, fg =

< e,0.7, 12 >

<, 1Lt >
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, The blockchain as a state machine for

trust

* Blocks are states of the trust graph

* A fork can happen for a short period of time but will be resolved

Gy

!
t+1

14
Ti+1

Telecooperation
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m‘ Attacks against TMS 1 unversitar

= Adversary: arbitrary, can control a subset of the entities in the
system, along with a subset of the communication channels BUT
he cannot break crypto

= Objective: Man in the middle (MITM) — fake identity —
impersonation + remain undetected (optionally)

m Resources: The number of entities and communication channels
the adversary controls

Telecooperation 54
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* MITM against specific user, without the
rest of the network realizing.

e E.g. malicious CA

e Similar in nature to discrimination or
conflicting behavior attack in TMS

* Consensus property of Blockchain makes
this attack improbable (proof sketch in the

paper)

Telecooperation 55
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e Similar to identity theft and domain highjacking
* Global view of the chain by all participants
averts this attack

Telecooperation 56
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m‘ Stale information attack

OEROSNOEEC

* Old (stale) information (e.g. revoked certificates) is forwarded to a user in
order to trick him into a bad decision

» Strict partial ordering of events on the chain exposes this attack (proof sketch
in the paper)

Telecooperation 57
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m‘ Denial of Service attack* o e

[-;

Sh

Attacker maching running client

| * Distributed Blockchain constructs are in
8 &8 § g§ 9 E Principle more resistant to DoS attacks than
IS S S A centralized solutions, although research in
this field is ongoing
I U -

Compromi: Compromised compromised

Compromiseéd  Compromised Compromi

Internet

=5

¢

<l

Targete({ éerver(si

By Everaldo Coelho and Yellowlcon - All Crystal icons were posted by the author as LGPL on kde-look, LGPL,
https://commons.wikimedia.org/w/index.php?curid=3980651
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.8, Department of Justice

Pederal Bureau of Investigation

In Reply, Plesse Reflr 0
Fils No,

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Coda
(U.s8.¢.}, Section 2708 {as amended, October 26, 2001), you are
hereby dirscted to provide the Federal Bureau cf Investigation
(FEI) the names, addresses, lengthe of service and slectronic
communication transactional recordd, to include existing
transaction/activity logs and all e-mail header infomtion {not
to include message content and/or subject fields), for the below-
ligted email address;

In accordance with Title 18, U.8.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person ie not conducted soclely
on the basis of activities protected by the Firat Amendment to
the Constitution of the United States.

You are further advised that Title 18, U.5.¢., Section
2709(c), prohibits any officer, employee or agent of youxs from
disclosing to any pewson that the FBI has sought or obtained
access to information or records under these provisiona.

. You are requested to provide records responsive to this
Teguest pexsonally to a representative of the
)

of the FBI, Any questic this request
should be directed only to the Due to
security considerations, you should neither sen e records

.through the mail noxr disclose the substance of l:his request in
any telephone conversation.

* Increased transparency and consensus
avert one-sided decisions

* Distribution of control makes consensus
necessary for decisions
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m‘ Conclusions and future work

= \We showed that building TMS on top of blockchain consensus
protocols can provide more secure solutions

= A number of attacks are mitigated with the assumption of a
distributed ledger

= Challenges:
* Size of the Blockchain — counter bloat
* Privacy of trust relations
* Choice of Blockchain (public, consortium etc.)
* Thin clients for loT devices
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m‘ More thoughts

= Who owns your data?
»Google, Facebook, Amazon etc. ?

= \Who owns your identity?
»Government, Google, Facebook?

" How can you own your own identity?
»Self-sovereign identity and trust

Telecooperation 61



m‘ Security only with:

=" Open hardware
= Open software
= Self-sovereign data and identity
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Credits to Rita Platt
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= “Student Research Abstract: On Enhancing Trust in Cryptographic
Solutions” (ACM SAC 17)

= “Beyond the Hype: On using Blockchain in Trust Management for
Authentication” (TrustCom’17)
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