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Moderator
Dr Bob Duncan

Dr Bob Duncan has a background in accounting, with
many decades of experience in industry, and has watched
the development and implementation of IT systems over
the decades. With a recent MA (Hons) in Computing and a
PhD in Computing Science, specialising in Cloud Security,
he has an avid interest in Cloud Cyber Security. He is
particularly interested in Cloud systems from a security
perspective, due to the possible opportunities offered by
the flexibility of cloud systems, but is concernned as to
how easy it is for corporates to lose sight of the security
implications for their business. This is particularly
problematic with the development of modern legislation
and regulation concerning matters of data protection, and
in particular, the forthcoming EU General Data Protection
Regulation.
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Panel Member 1

Professor for computer science at Lübeck University of Applied
Sciences in Germany.

His research focuses mainly cloud-native application engineering

and web-scale elastic systems.

He consulted the German Ministry of Defense and the German Air Force
in questions concerning network centric warfare as a consulting software
architect.

As former Navy officer (German Navy) he executed (in addition to military)
functions as project leader, software-architect, and software engineer in
several electronic warfare system and naval command and control
system projects.

Prof. Dr. rer. nat. Nane Kratzke
Computer Science and Business Information Systems
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Dr Aspen Olmsted is an assistant professor and Graduate program director at the
College of Charleston. He obtained a Ph.D. in Computer Science and Engineering
from The University of South Carolina. Before his academic career, he was CEO of
Alliance Software Corporation. Alliance Software developed N-Tier enterprise
applications for the performing arts and humanities market. Dr Olmsted’s research
focus is on the development of algorithms and architectures for distributed enterprise
solutions that can guarantee security and correctness while maintaining high-
availability. In his Secure Data Engineering Lab at the College of Charleston, Aspen
mentors over a dozen graduate and undergraduate students each year. Aspen's
research is primarily focused on providing secure transaction guarantees for
Databases, Web Services, and Distributed Systems. He has contributed over fifty
conference and journal papers in the domains of cloud computing, secure software
development and distributed transactions in IARIA and IEEE publications. Aspen has
delivered several keynote addresses, special sessions, tutorials at IEEE and IARIA
conferences in the past few years. Aspen has also participated or hosted several
panels at the same conferences.

Dr Aspen Olmsted



Data Leakage through Cloud

Cloud Computing 2018

Aspen Olmsted



Problem

Organizations are the custodians of their patrons data



Ideal World

An organizations application would run as a uni-kernal with
data available in a single interface.

The single interface would ensure access control,privacy and
auditing.



Current Cloud

• Many layers each with their own access control,
vulnerabilities, and auditing



Items that need to be controlled and audited.

• OS
• Source Code
• Private Keys
• Credentials
• Data
• Logs
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 Lecturer in Computer Science,
University of Strathclyde, UK

 Adjunct Professor, School of Criminology,
Simon Fraser University, Canada

 Published extensively on Security, HCI, e-learning,
readability and Corpus Linguistics

 Current focus on Security and Digital Forensics
in the Cloud

 Supervising 13 PhD students on aspects of
Information Security



End user issues

• Understanding the systems we are using

• Risk tolerance

• Safety-critical systems?



Understanding the Cloud?



Risk tolerance

• We are accustomed to taking risks

• We will tolerate risks for the benefits





Safety-critical systems
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Summary of Panel Discussion

Panel on Cloud Services
Security and Safety in Cloud-based Systems and Services

After each of the three panel members presented themselves, the panel got
down to some serious discussion on impoartant matters of security and safety
in cloud systems. There was a great deal of interest from the audience on the
implications of security and safety on the use of cloud systems, and the whole
panel constributed significantly to the discussion. A considerable range of
interesting and challenging questions was brought up by the audience and
discussed fully by the panel. Many audience members were surprised by how
little many understood about the challenges presented by the forthcoming EU
General Data Protection Regulation for cloud users, and were shocked at the
level of potential fines. Altogether, a highly illuminating discussion, which was
very well received by the audience.


