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Types of false information

ﬁ

Disinformation
deliberate lie to mislead

Misinformation
honest mistake

Hoax

“deliberately fabricated
falsehood made to
masquerade as truth”
Wikipedia




Introduction

e Social Media misinformation
1s one of the most virulent
types of cyberattack today

* Has only increased with
COVID-19

* Bots and machines spread
misinfo

* Human decision-making 1s
largely responsible for spread
as well



Introduction

* Misinfo propagated through
human and machine
interaction/cooperation

Linked Open Data

* “Misinformation Society”

* “Cyber Ghettos” L/\/

* Digital misinformation
...has been listed by the
WEF as one of the main
threats to human society



Social Media 1s the “what”
Misinformation “signaling”

Russian Social Media
influence e.g., US elections,
reflexive control

Senator Cirenga case

Google “trustworthiness
score”

socialmeter score: 1,742

Report for: [http: //www. dbanotes. net/ _check |
a" Del.icio.us - 80
2% Digg | 0
Furl | 3
Google Links A 697
J| Jots | 0
Linkroll | 0
& Reddit [ 0
& Shadows | 1
=l Spurl | 0
k2 Technorati Links [ 959
B Yahoo My Web | 2




Bots and Al

Machine autonomy
“Bubbles of experience”
Automation

Trust

Human machine collaborative
decision-making and teaming

Al ML, DL, and AA

Database systems
—eeuml——f——

Reference architectures

R . e

(Human) language

Social
Networks

Communication

Number
of
users

-



of the problem

* Thinking, Fast and Slow,
Daniel Kahneman (2011)

System 1
System 2

* Systems 2 thinking and
COVID-19

* Human decisions are a big part

DANIEL KAHNEMAN
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. An Effective Policy Lifecycle Enables

* Education Social Media in Regulated Industries
. . . = Uncommon but highl ective Techniques

— Confirmation bias T efetve nclusons. o -

— Positive sharing habits
* Policy

— Best-practices

— Fact-checking

 Heuristics

— Countermeasures reer RN N ™ cacershi

Co-Enforcement By Example

— Correction and guidance
From http://zdnet.com/blog/hinchcliffe on gt




Social media and internet content
profusion has fundamentally
changed the way human beings
think, research, write, talk, and
accomplish many other basic
communicative functions

Responsibility to use critical
System 2 type thinking (thinking
slow) and processing to
overcome impulses that lead to
increased damage to truth and
honest, thoughtful discourse




