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Problems Identified in Data Sharing Environments

Data user's perspective
_@l’) e a massive information overload and high efforts,

e alack of interoperability between policies due to dependent frameworks,
e aloss of transparency and control over data,

e aloss of trust in the data provider.



Problems Identified in Data Sharing Environments

Data user's perspective
_@l’) e a massive information overload and high efforts,

e alack of interoperability between policies due to dependent frameworks,
e aloss of transparency and control over data,

e aloss of trust in the data provider.

Data provider's perspective
e ensuring legal compliance and accountability to conform with regulations,

e including preferences of users into service and business model innovation,

e making use of data of users for service improvements and customer relationship.
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Challenge 1 — Policies for external data _4 Challenge 2 — Developing and
exchange in scalable, multilateral {'ET';_ extending reasoning routines to support
settings policy creation and conformance

Challenge 3 — Metadata catalogues <g .+ Challenge 4 — Automated data quality
for data exchange under specified {g}‘) checking and service-level validation

policies

% = m=m ! Challenge 5 — Towards a framework
5.5 _8, for decentral data exchange
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Conclusion

e An architecture that allows

o

data users, data service providers and third parties to define

customised, machine-processable policies for data exchange,

automated clearance of policies,

validation of data provision and data quality agreements,

control of data restriction requirements.
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Conclusion

e An architecture that allows

o data users, data service providers and third parties to define

customised, machine-processable policies for data exchange,

o automated clearance of policies,

o validation of data provision and data quality agreements,

o  control of data restriction requirements.

Future work

e developing a platform that uses the

proposed architecture as blueprint.
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