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Summary

Definition and context of GDPR 

compliance

Extending the Open Provenance 

Model 

Tool for compliance verification: 

Architecture and Implementation
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 Increase in the quantity of personal data stored and processed by computer 

systems in recent years

 Abuse of the use of this data: Cambridge Analytica, Facebook-CIA scandal, and 

the Equifax data breach.

 Emergence of laws regulating the use of personal data, such as the GDPR in 

the European Union.

Privacy exposition and GDPR 
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Définition of the 

problem



GDPR Principles
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Définition of the 

problem

 Consent compliance [GDPR art.6] : personal data is used only for 

purposes the user has given consent to.

 Data access [GDPR art.15(1)]: a report is sent in time after a user 

request. 

 Data erasure [GDPR art.17] : personal data is erased in time after a 

user request.

 Storage limitation [GDPR art.5(1)]: personal data must not be stored 

for too long after its last use. 

 Automation the compliance verification of the 
system events?



The Open provenance Model
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OPM and 

extension

Representation of the data provenance, through a graph

EFFECT CAUSE

consent

Privacy_

policy_t

emplete

o Extension with attributes: 

o Purposes

o Personal data 

o Two particular artefacts:



A provenance graph exemple
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OPM and 

extension



Prototype Architecture
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Prototype

 Specify system data 

and options

 Display answers

 Convert Interface 

inputs into Prolog 

queries

 Resolve path queries 
and return all 
possible 
instanciations

Prolog 
rules 
represent
ing GDPR 
principles



Prototype: an exemple

 Prolog predicate to verify consent 

compliance
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Prototype

predicate(parameters) :- 
 ( verify parameters, 
  ( verify compliance; 
 (\+ verify compliance, display non-compliant data) ) ); 
 (\+ verify parameters, display no parameters).

 Verification:

 Consent compliance for Bob 

personal data processing

 Bob has given consent for 

analysis purposes only 

(represented by consent_bob_v0)

 Only process using personal data:

 createCookie

 sendCookie



Prototype: an exemple

 The interface shows: 

10/11

PrototypeP =sendCookie, associated to a 
purpose PU=sendThirdParties. 

consent(id_bob, sendThirdParties,T)
→ don’t exist 

consent(id_bob, analysis, 17) 



Future work 

a) Provenance graph generator 
for more extensive testing

b) Improvements on the tool 
interface: including a 
visualization model

c) Extension to other regulations
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