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— Resume of the presenter

‒ Position: Vice Department Manager of the division Medical Information Technology at FZI Research Center for Information 

Technology & PhD Student at Karlsruhe Institute of Technology (KIT)

‒ Education: Bachelor and Master degree in Computer Science at Karlsruhe Institute of Technology (KIT) in Germany

‒ Research Interests: 

‒ Focus on decentralized and distributed infrastructures in healthcare (e.g. with Blockchain/DLT)

‒ Ensuring digital sovereignty (e.g. through data trustees, Self-Sovereign Identities)

M. Sc. Christina Erler



Motivation 

• Extensive data collection in 

the healthcare sector by 

various stakeholders

• Enormous potential for 

research and personalized 

medicine
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Motivation 

• Exchange of sleep research data 

in Germany is often affected by:

• Fragmentation

• Institutional data silos

• Bureaucratic and data 

security barriers

• Missing transparency

• Inefficiency

• Data quality issues

• Economic interests
Data Provider

Patients

Data Recipient

Researcher

How can sleep data be provided to data recipients, 

considering the needs of the data providers and 

data producers?

Data Producer

Clinics,

Sleep Labs



Motivation 

Data Provider
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Data Recipient
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Data Producer
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Sleep Labs

Data Trustee

Solution: Data trustee as neutral and trustworthy intermediary

between the stakeholders involved • Self-determined, informed 

and responsible data sharing

• Cross-institutional access to 

sensitive health data is made 

possible by a central point of 

contact

• Privacy and liability concerns 

can be addressed

• Compliant data use (e.g. in 

research projects)
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Initiatives for data trustees of medical research 
data 

Source: https://www.medizininformatik-initiative.de/

Advancing Sleep Research through Dynamic Consent and Trustee-
Based Medical Data Processing

Source: https://www.healthdatalab.de/

Source: https://physionet.org/

Source: https://sleepdata.org/

Source: https://ehds2pilot.eu/

Source: https://www.ofai.at/research/nn/siesta/



Elicitation of 
requirements

Development 
of an initial 

concept 

Development 
of interactive 
user interface 
(UI) mockups 

Evaluation 
of 

mockups 
by a small 

cohort

Use insights 
from initial 

evaluation  for 
implementing a 

functional 
prototype

Refinement 
of the 

prototype, 
with 

patients, 
researchers, 
and domain 

experts

Final 
evaluation
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Methodology

Goal: Design and evaluation of a distributed data trustee platform

for self-determined sharing of sleep medicine research data
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Distributed architecture for data trustee



Comprehensive

understanding

Data granularity

Flexibility and control

Duration and withdrawal
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Informed consent process for patients

Challenges
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Design of the informed consent process for 
patients

Dynamic consent that

improves the process for

patients in three ways:

‒ Personal consultation

‒ User-friendly App

‒ Coarse granular data 

management

Solution



‒ Central point of contact for legally 

compliant data requests and utilization

Data governance Data privacy and security Data quality and interoperability

Scalability and performance Transparency and reproducibility
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‒ Balancing the privacy and autonomy of 

patients and their data while enabling  

in-depth data analysis for researcher

‒ Ensuring scalability and performance 

while maintaining data security and 

privacy

‒ All relevant data, methods, tools, and 

parameters are accurately documented 

and transparent for authorized users.

‒ Standardisation issues in data and 

infrastructures

‒ Varying data quality and formats

Secure data requests and analysis for sleep 
researchers
Challenges
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Secure data requests and analysis for sleep 
researchers



‒ Central point of contact

‒ User-friendly platform with clear 

governance policies and streamlined

procedures

‒ Access for public and private research

Data governance Data privacy and security Data quality and interoperability

Scalability and performance Transparency and reproducibility
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‒ Facilitating collaboration and data 

sharing while protecting data privacy 

and security

‒ Pseudonymization of sleep data

‒ Providing a priori availability checks

‒ Ensuring scalability and performance 

while supporting common data usage 

types, including descriptive statistics

and machine learning through 

distributed architecture and container-

based execution environments

‒ Reproducibility of research 

experiments through unique data set 

IDs and container-based execution 

environments

‒ Tamper-proof logging to reduce the 

risk of misuse

‒ Standardizing sleep data descriptions 

using FHIR resources

‒ Implementing software adapters as 

uniform interfaces

Secure data requests and analysis for sleep 
researchers
Solution
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Data providers Data recipients

Online survey

Evaluation



‒ Human-Computer Trust Scale (HCTS) 

‒ Mobile Application Rating Scale (uMARS) 

‒ 3 aspects: functionality, aesthetics, subjective quality
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Evaluation – Data provider

uMARS
HCTS

Source: [19] Stoyanov et al. 
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‒ 10 data providers
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Evaluation - Data provider
Age distribution and gender

Age group

years

years

years

years

Gender

male

female
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Evaluation - Data provider
Results

‒ mean HCTS score: 4.28 (± 0.80)

‒ Functionality: 4.50 (± 0.81)

‒ Aesthetics: 4.23 (± 0.96)

‒ Subjective quality:



‒ Mobile Application Rating Scale (uMARS) 

‒ 3 aspects: functionality, aesthetics, subjective quality
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Evaluation - Data recipients

uMARS

Source: [21] Gulati et al. 

Methods



‒ 6 data recipients
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Evaluation - Data recipients
Age distribution and gender

Age group

years

years

Gender

male

female
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Evaluation - Data recipients
Results

‒ Functionality: 4.58 (± 0.52)

‒ Aesthetics: 4.17 (± 0.71)

‒ Subjective quality:



‒ Addresses needs of multiple 

stakeholders

‒ Ensures secure and ethical data sharing

and use

Comprehensive approach User-friendly app

Trustworthy intermediaryGranular data management

Digital consent process & good usability:

Centralized digital hub & robust security 

measures
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‒ Enhances patient comprehension

and engagement

‒ Personalized consultation improve 

understanding and willingness to 

share

‒ Empowers patients with control and 

autonomy over their data

‒ Strengthens patients' feeling of being 

respected as data providers

‒ Alternative to paper-based processes

‒ Streamlined digital process for data availability 

queries, requests, and reporting

‒ Crucial for system acceptance by both data 

providers and recipients

‒ Reduces barriers caused by legal uncertainties

‒ Consolidates all features into one system.

‒ Aligns with FAIR data principles 

‒ Ensures privacy and interoperability

‒ Tamper-proof logging enhances traceability and 

detection of data misuse

‒ Patients feel their data interests are 

prioritized

‒ High level of trust through 

compliance with GDPR 

Discussion & Conclusion



‒ Sample size of 16 may limit generalizability

‒ Findings may only represent part of the user population

‒ Provides initial impressions and preliminary solutions for design challenges

‒ Lays groundwork for further research in data trustee systems

‒ Highlights the potential of a decentralized, socio-technical data trustee 

system
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Limitations & Future work

Source: https://cdn.hipwallpaper.com/i/85/2/a5zjkM.png
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