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Cybersecurity monitoring in CCAM

• Increasing Digitalization in Vehicles
• Modern vehicles are becoming highly digitalized with advanced features.
• This growth increases the risk of cybersecurity incidents in vehicles and their
ecosystems.

• Need for Enhanced Cybersecurity
• Traditional Security Operations Centers (SOCs) are not sufficient for
vehicle-related cybersecurity.

• Dedicated responses are required for the complex and interconnected nature
of Cooperative, Connected, and Automated Mobility (CCAM).

• Gap in Existing Solutions
• Existing IT-based SOCs lack vehicle-specific threat detection and response
capabilities.

• There is a need for specialized solutions addressing the unique characteristics
of vehicle ecosystems.



Research questions

RQ1: What data streams are relevant for a VSOC?

RQ2: Which components of an VSOC are required in a CCAM environment?

RQ3: Which information of a VSOC are beneficial to provide to CCAM participants?



Metrics for VSOC

Metric Source
Reaction time Langer et al.
Criticality Langer et al.
Autonomy Langer et al.
Data aggregation Langer et al.
Control-flow Langer et al.
Coverage Hofbauer et al.
People Hofbauer et al.
Technical Hofbauer et al.
Governance and compliance Hofbauer et al.
Data privacy concern Menges et al.
Physical assets Our contribution
Real-time safety Our contribution
Complex supply chain Our contribution
Attack vectors Our contribution



Outside view of the VSOC



Inside view of the VSOC



Docker compose components



Evaluating the VSOC

Fulfillment Metric Source
• Reaction time Langer et al.
X Criticality Langer et al.
X Autonomy Langer et al.
X Data aggregation Langer et al.
X Control-flow Langer et al.
X Coverage Hofbauer et al.
• People Hofbauer et al.
X Technical Hofbauer et al.
X Governance and compliance Hofbauer et al.
• Data privacy Menges et al.
X Physical assets Our contribution
• Real-time safety Our contribution
• Complex supply chain Our contribution
• Attack vectors Our contribution



Conclusion

RQ1: What data streams are relevant for a VSOC?
A1: Communication with external tools (e.g., SELFY tools), manufacturers (OEMs),
and backend systems.

RQ2: Which components of an VSOC are required in a CCAM environment?
A2: E-box (events), R-box (responses), A-box (analysis), D-box (data), F-box (digital
forensics), TiMS (threat management), and VSOC API (communication interface).

RQ3: Which information of a VSOC are beneficial to provide to CCAM participants?
A3: Analysis results, security events, trust information, metrics, and (raw) data.
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