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Aim of the paper

Developing a framework with a comprehensive Transformer-based architecture [20] for anomaly detection in
multivariate timeseries [2] .

Key points for the Transformer:

« Works with high-dimensional sensor data without extensive feature engineering.
« Detects anomalies in long-term dependencies due to self-attention [20] [8].

« Enables early detection of unusual patterns to prevent critical system failures.

« In a subsequent laboratory setup, the framework will be applied using fuzzing techniques [4] to induce
anomalies in an Electronic Control Unit, while monitoring side channels, such as temperature, voltage, and
Controller Area Network messages [5].
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CATS-Dataset

» Realistic Dataset Selection:

The dataset was chosen to enable an approach that is as realistic as possible and applicable in a laboratory
environment.

« CATS Dataset by Solenix Engineering GmbH:
This dataset is ideal because it encompasses various control, environmental, and sensor data, and it includes
specifically controlled, labeled anomalies [19].

« Laboratory Implementation:
In the lab, a fuzzer is used to generate synthetic disturbances and errors [4].

* Precise Modeling with Rich Data:
With 17 different variables and a total of five million timestamps, both the normal behavior of the system and the
occurrence of rare deviations can be modeled accurately [19].
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Korrelation - Heatmap

Variable Correlations:
The dataset displays correlations among variables, with
some showing relatively strong correlations.

Anomaly Root Cause:
It is important to note that the root cause of the anomalies
originates in other variables.

Preserving Dependencies:
The dataset should not be truncated, as doing so would lead
to the loss of these critical dependencies.

Correlation Heatmap of Variables (Excluding Specified Columns)
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Injected anomalies in variables

cfol with highlighted anomalies

Example showing injected anomalies in the T ot (fullseries)
variable CFO1, with anomalies highlighted in red. 0]
Pre-Processing Data: 501
The plot was generated before any data cleaning
or scaling. T
‘G
Data Visualization Details: ~501
« Y-axis: Raw measurement values
« X-axis: Temporal progression (dates) -1001
Data Collection Context: =150
Data were CO”ected over Several days_ 2023-01-01 2023-01-08  2023-01-15  2023-01-22 2023-02-01 2023-02-08  2023-02-15 2023-0222  2023-03-01

Time
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Additions to the framework

Scaling with MinMaxScaler:
All values are scaled to the range [0, 1] using a MinMaxScaler this reduces numerical issues.

Sliding Window Segmentation:
Time series data is segmented into overlapping windows which serve as the input to the Transformer

Consistency Check:

A consistency check verifies that the number of detected anomalies matches the expected count (e.g., 200); if not,
the script halts to ensure data integrity.

RAM Logger:
A RAM Logger has been implemented with a GUI using tkinter.ttk to monitor memory usage.

Data Preparation for Optimization and Training:
Tensors are labeled with .zeros or .ones this is crucial because, for F1 optimization in Optuna [24].
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Transformer Architecture

Transformer Encoder:

« The encoder is structured in blocks to leverage Multi-
Head Attention [20].

« These blocks capture complex temporal relationships
within the data [9].

Temporal Aggregation:

« Pooling is performed to aggregate the time dimension.

« Assingle representation vector is generated for each
sample.

Classification Module:

* Focal Loss Scheduling sets a binary logit per sample
(more details to follow) [23] .

« A Sigmoid function, combined with weights and a
threshold, produces the final classification.

Input:
(Batch x Windowsize x Features)

Embedding: Linear Layer
nn.Linear()

Encoder Blocks [ ]
(Number of Layers)

(batch, seq_len, model_dim)

(batch,seq_len,model_dim)

AV

Encoder Block:

(a) MultiHeadAttention:
- Q K.V Projektion
- Self-Attention (O ~ softmax(QK"T/sqrt(dk))*V)
(b) Residual + LayerNorm
(c) FeedForward (MLP)
(d) Residual + LayerNorm

JL

Time Aggregation

(patch,model_dim)

hv4

Pooling
+

Representation Vector per

Sample

Classification %] )

Anomalie-Score

v

Output:
Anomaly (1) / Normal (0)

FocalLoss -+ 1 Logit per Sample

+
Sigmoid o (Logit) € [0,1]
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Self-Attention [20]

(batch,seq_len,model_dim)

Linear Projection inQ, K, V

(batch, seq_len, head_dim)

......... For all heads
(a) Q_i ¥ K_i*T/ sqri(d_k) => Attention Scores
(b) softmax(Attention Scores) => Attention Weights
Head #1 ‘ Head #2 ‘
(c) Multiply with V_i => Weighted Sum
L )
T

Merge Heads

Multi-Head Output

Linear Projection

Final Self-Attention-Result
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Input Layer and Batch Normalization

Time Series Segments: _ o
The model processes time series segments containing raw sensor data (17 features) [19].

Linear Embedding Transformation:
The input is transformed using the formula:

y=xAT +b
where x is the input, represents the weight matrix (initialized uniformly with

k= ——- and b the bias.

in_features

Purpose of the Transformation:

Thishstep is essential for converting raw sensor data into a representation that is optimal for the self-attention
mechanism.

Batch Normalization: . S _
Batch normalization is applied to each sliding window to ensure a stable feature distribution, enhancing the
model's robustness during training.
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Details of the Self-Attention

Each time step in the input sequence is first projected into three matrices: Q (Query), K (Key), and V (Value).
The dot product QKTis computed and then scaled by \/% (with d;, equal to model dimension) to prevent overly
k

large values [20].

The scaled result is passed through a softmax function, converting it into probabilities that indicate how much
attention each element pays to all others.

This process produces an Attention Map where each row represents the importance of other time steps for the
current one (Attention Scores) [20].

QKT

Attention((), K, V') = softmax )V
(Q.K.V) v K

Multiple attention heads operate in parallel, with each head learning different aspects of the data.

The outputs from these heads are then concatenated, combining different perspectives to enable effective
anomaly detection.
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Classification Pipeline

Transformer Encoder Output:
After the sequence passes through the Transformer encoder layers, each time
step x, produces an output vector in R modet

Temporal Aggregation:

A mean pooling operation condenses these time-dependent representations into
a single vector z per segment [21][22]:
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Classification Head & Focal Loss for Anomaly Detection

Classification Head:
*The aggregated vector z is fed into a linear layer to produce a scalar output [21].
A sigmoid activation converts this scalar into a probability between 0 (normal) and 1 (anomalous.

1
o = Linear(z) € R. Logit) = .
(=) o(Logit) 1 + exp(—Logit)

Addressing Class Imbalance:
To better handle the extreme imbalance between normal and anomalous samples, Focal Loss is employed instead
of standard Binary Cross Entropy (BCE).

BCE(j,y) = —|y log(y) + (1 —y) log(1 — )|, FL(7,y) = a (l - E) BCE(9,y),

Key Benefit:
Focal Loss down-weights the loss contribution of well-classified (majority) samples and emphasizes hard-to-
classify (minority) anomalies, thereby enhancing detection performance [23].
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Hyperparameter Tuning with Optuna [24]

Semi-Supervised Approach:

* Training is conducted primarily on normal data.

« The validation set includes a few anomalies, enabling the
tuning process to optimize for metrics like the F1 score.

Unsupervised Retraining:

* Once optimal hyperparameters are determined, the
model is retrained solely on normal data (unsupervised),
without explicit anomaly examples.

Final Evaluation:

« The model is evaluated on a test set containing both real
and synthetic anomalies to assess its true detection
capability.
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Model Performance & Hyperparameter Tuning

Summary:

- The high ROC-AUC and F1-Score indicate excellent discrimination between normal and anomalous instances.

- Balanced precision and recall demonstrate effective anomaly detection while minimizing false positives.
- The confusion matrix confirms that 98.52% of true anomaly labels are correctly identified.

Optimized Hyperparameters (via Optuna):

- Dropout: 0.2
. Learning_ Rate:_2.0075e-05 Transformer Metrics Values
. ModeI_Dlmensmn: 128 Optimal threshold 0.0117
- Attention Heads: 8 ROC-AUC 0.9993
. Enc_oder Layers: 3 F1-Score 09717
- Weight Decay: 0.00036 Precision 0.9585
- Batch Size: 128 Recall 0.9853
Accuracy 0.9921

Anomalies detected (all Labels)
Anomalies detected (Anomaly-Labels)

11731/83558 (14.04%)
11244/11413 (98.52%)
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Comparative Analysis

Preliminary Comparison:

« Our Transformer-based model is compared to established methods from Anomaly Detection in Time Series: A
Comprehensive Evaluation.

« Evaluation is currently limited to the CATS dataset, which closely resembles our laboratory setup.

Benchmarking Metrics:
Acknowledges limitations due to different datasets across studies.
The CATS dataset's integration on Timeeval GitHub paves the way for future evaluations [25] [27].

Custom Framework Features:

1. Focal Loss with Self-Attention:
Emphasizes misclassified anomaly cases to address class imbalance.

2. Flexible Time Window Segmentation:
Optimizes sequence length and attention heads to capture diverse temporal characteristics.

3. Tailored Binary Anomaly Classification:
Focuses on detecting rare anomalies with a specialized loss function.
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Discussion Points

Generalizability:
Uncertainty remains on transferring results to more complex, real-world scenarios. Further experiments in
domains like industrial processes or medical applications are needed.

Sensitivity to Preprocessing:
Parameters such as sliding window size, handling of missing data, and hyperparameter tuning (e.g., via Optuna)
significantly impact performance.

Comparison with Traditional Methods:

Transformer encoder-only configuration offers flexibility and superior performance for complex, high-
dimensional data, whereas methods like autoencoders or Isolation Forest may struggle with nonlinear
dependencies.
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Conclusion & Future Work

Transformer-Based Anomaly Detection:
* Leverages self-attention to capture complex, high-dimensional relationships in multivariate time series.
* Minimal feature engineering required thanks to a flexible data pipeline.

Key Advantages:
* Reliable detection of anomalies even in noisy environments or under changing data distributions.

« Particularly relevant for industrial, safety-critical, automotive, and loT security applications, with potential in
fields like medicine.

Future Directions & Challenges:
 Further validation on diverse, real-world datasets to assess generalizability.
« Standardized benchmarking using integrations like the CATS dataset on Timeeval.

. Sgnsitivity analyses on preprocessing parameters (e.g., window size, missing-data strategies) to refine model
robustness.

» Continued development in Laboratory environments, including enhancing anomaly induction techniques (e.g.,
ECU and Fuzzing-Engine integration on CAN bus).

Overall Impact:
* Provides a strong foundation for future research and practical deployments in anomaly detection.
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