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Juliette Mattioli

@® AsVP Thales Al fellow, Juliette Mattioli is considered a reference in
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Al not only within Thales but also in France. In 2017, she was one of
the five representatives of France at the G7 Innovators Conference.
Since 2019, she is President of the "Data Sciences & Artificial
Intelligence" Hub of the Systematic Paris-Region competitiveness
cluster.

Recognized for her excellent knowledge of industrial Al issues, she
advocated for Hybrid Al deployment and contributes in the field of
Al engineering with a particular focus on trustworthy and
responsible Al to accelerate the industrial deployment of Al-based
solutions in critical systems.




Aims and contributions of our paper

® This work presents an end-to-end method formalized during the

Confiance.ai research program for the engineering of trustworthy
ML-based systems.

® The proposed methodology revisits software and systems
engineering as it encompasses all development phases of the
system while integrating the specificities related to the
development of ML-based components within the system.

® The method leverages vastly researched and deployed standard
procedures from design to validation and maintenance in order to

provide rigor, structure and traceability when developing ML-
models.



that can influence physical or A machine-based system
virtual environments.

that is designed to operate with

’ varying levels of autonomy

that may exhibit adaptiveness
after deployment;

such as predictions, content,
recommendations, or decisions

infers, from the input it receives,
how to generate outputs

and that, for explicit or implicit objectives;



Al regulation, standards and tools
Standards

Glossary and technical requirements e.qg.

* Recommendations from organizations like * ISO/IEC 22989: Al concepts and terminology

ISO 5338: the life cycle of Al systems based on ML _
ISO/IEC 23053: Framework for Al Systems Usmg ML

ISO/IEC 42001: Information technology Al — s :
Management system s

UNESCO and the OECD, or from EU high-
level expert groups (HLEG)

* Assessment List for Trustworthy Al (ALTAI
- 2020)

Regulations

High Level, long-term requirements
e.g. European Al Act, Data Act...

I\/Iethods & Tools

Concepts of Design Assurance for

Neural Networks — CoDANN [EASA]

Al Pact: to support for the
implementation of the Al Act.

 Tooled Confiance.ai End-to- End _
methodology ) T _-'__;:.r,’-v

e MLOps/AlOps tool cha,ff L Esier el

e A .y

LY
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GDPR
Applicable since May 2018

Accountability
Right to access
Breach notification

Harmonised fines

v

Ensure that companies handle
personal data in a responsible
and accountable way, and that
individuals have greater control
over their data

Reminder: Data & Al Regulation

EU DATA

GOVERNANCE ACT
Applicable September 2023

Labelled data intermediaries
EU Governance on data

Data Sovereignty

v

Regulation that aims at
facilitating the data sharing
across EU

DATA ACT
Applicable September 2025

Access to data generated
by IoT to users

Data sharing with public
sector for emergencies

Easier change of cloud
provider

Data Sovereignty

v

Regulation that aims at
facilitating the data
sharing across EU

Al ACT

Applicable August 2026 for
"High risk” systems

Risk based approach

Robustness, accuracy and
cybersecurity

Transparency and
information

Governance and quality of
datasets

Conformity assessment

v

Requirements and
obligations tailored on a
'risk-based approach* and

|
|
|
|
|
|
|
Human oversight |
|
|
|
|
|
|
the role in the Al value chain I

’_______________

Al liability package

Still under discussion

Creation of an extra-
contractual liability
regime to repair
prejudice caused by Al

Revision of the product
liability directive to
include Al within it

scope

v

Make sure that persons
harmed by Al enjoy the
same level of protection as
persons harmed by other
technologies
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ISO/IEC 2382:2015

Within the standard landscape '“f°”ja“°“ technology
Vocabulary
£ R d
ISO/IECJTC 1/SC 7 ISO/IEC 25030:2019 ISO/IEC/IEEE 15288:2023 ISO 31000:2018 ISO/IEC JTC 1/SC 39
Software & systems Systems and software quality SYS & SW Engineering — Risk management Sustainability, IT &
engineering requirements and evaluation (SQuaRE) System life cycle processes — Guidelines data centers

Responsible Al Organization

[ NATO (STANAG) ] [ml Trustworthy & ] [WEEE IEEE 7000s ] {Ol\’u Souidurde. m]

ISO/IEC 23053:2022 ISO/IEC 5392:2024 ISO/IEC TR 5469 2024 )

-
ISO/IEC 22989:2022 _
Al concepts & ISO/IEC 42001:2023 Framework for Al Al reference architecture of Functional safety &
. Al Management system : ) :
terminology Systems using ML knowledge engineering Al systems
( Al for ... ] | &
Al for Space ] ] r 3 v
728 1SO/IEC JTC 1/5C 42
Al for Aeronautics > S/g{ifif::iajl igtel{isg(e:nce ;L- ETSE ]
EUROCAE WG114 J -
ARP6983
ISO/IEC 5338:2023 ISO/IEC 5339:2024 ISO/IEC TR 24028:2020 ) ISO/IEC AWI TS 5471 ISO/IEC 23894:2023
Al system life cycle Guidance for Al Overview of Quality evaluation Guidance on Al risk met
processes applications trustworthiness in Al ) guidelines for Al systems g




Al Engineering

Responsible Al
A R— Edge Al
Prompt Engineering _
Al TRISM* Foundation Models
_ Federated ML Synthetic Data
Reinforcement Learning

MLOps / Al Ops

Sovereign Al

Computer Vision

[Neuro-symbolic Al Generative Al — -
Decision Intelligence Large Language Model
Causal Al Neuromorphic Computing —
|| Al Governance I.End .
_ Engineerin
Multi-agent Systems Knowledge Graph g Method
Physics/Geometry Informed NN for
Trustworthy
: and
Quantum Al Cloud Al Services Responsibl
Al TRiSM*: tackling Trust, Risk and Security in Al Model
Technology Peak of Inflated Trough of Slope of Enlightenment Plateau of Productivity
Trigger Expectations Disillusionment

@ Less than 2 years () 2to 5 years @ 5 to 10 years /. 5to 10 years



Trustworthiness in Al-based critical system impacts
the overall engineering lifecycle

From requirements & specifications MLOps/AIOps To system deployment & maintenance
— Stakeholder regs. — Monitoring
— Sys. & AI/ML specs. — Toward qualification and certification

— Sys & AI/ML archis

confiance.ai -
B ANNoTATION HYBRIDE? CYBER Al CONFIGURATION QUALIMETRY DEPLOYMENT MONITORING _ f— !_- s

Al engineering: a necessarily condition to deploy trustworthy Al

1 Operational Design Domain (ODD) Validation ]

To ensure qualification and compliance with Verification

regulations (e.g. Al Act) and standards (e.g. ARP6983
in aeronautics)

Operational Analysis
regarding Intended Purpose



System Eng. & Human Factors

v Performance

v Interpretability/ Explainability/ Transparency

v Human-Al dialogue

v Ethics by design
Data Eng. v Usability

v’ Feature characterization

v’ Data quality

v’ Representativeness

v Corpus balancing & biases
reduction

* Reliability, Availability,
Maintainability, Safety/Security

v’ Provability

v’ Repeatability

v Robustness

v’ Integrity / Resilience
v’ Quality Assurance

Algorithm Eng.

v’ Specifiability v’ Verifiability (test)
v Traceab“ity v Monitorability

v’ Correctness / Validity v Maintainability
v' Accuracy v Auditability

v’ Complexity

v’ Transparency
v Vulnerability mitigation (Robustness by design)
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Context of the system l System Validation,
> Qualification taking into
account ML specificities

System
Deployment,
& Maintenance

Operational Analysis
regarding Infended Purpose

System as black box System Verification

taking into account ML

specificities

System Specification (Def. of
System Requirements)

Leveraging the
Concepts of Design
Assurance for
Neural Networks -

CoDANN [EASA]

v Architecture Def. and System
Design: selection of ML

technos, allocation of system
.o ML components =«

System as white box Integration of ML Component

> in System, taking into
account ML specificities

Specification of ML System component

Component, taking into
account ML specificities

Evaluation of ML Component
taking into account ML
specificities

Evaluation of
ML Model

AN ” - >/ S =
Development of ML Model (build, frain...)
Development of Complementary Software
ltems (monitoring, uncertainty
quantification...)

Implementation of ML Model and its
Complementary Software ltems as
embeddable software for hardware target

Algorithm
component

Transverse matters all along the Engineering Activities:
- ODD
18/05/2025 - Dafd Engineeﬂng 11
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Systems/Software/Algorithm/Data Engineering lifecycle to design a ML-based Sstem

.

Context of the system l System Validation,
> Qualification taking into
account ML specificities

Operational Analysis
regarding Infended Purpose

Deployment,
& Maintenance

System as black box System Verification

taking into account ML

specificities

System Specification (Def. of
System Requirements)

Leveraging the
Concepts of Design
Assurance for
Neural Networks -

CoDANN [EASA]

P
Architecture Def. and System

Design: selection of ML
technos, allocation of system
.o ML components =«
_ ——

System as white box Integration of ML Component

> in System, taking into
account ML specificities

Specification of ML System component

Component, taking into
account ML specificities

Evaluation of ML Component
taking into account ML
specificities

component Evaluation of

Implementation of ML Model and its
Complementary Software ltems as
embeddable software for hardware target

Development of Complementary Software
ltems (monitoring, uncertainty
quantification...)

Algorithm
component

ODD definition

12

Transverse matters all along the Engineering Activities:
- ODD
- Data Engineering

18/05/2025



Systems Engineer {coordineting all needed Specialties Systemns Engineer, in coordination with Al-releted Engineering Speciehties for feasibility of defined ODD
Engineers)
[ overall process for definition of Feature ODD
Perfarm Operational Aralysis Define the ODD of the fAtomated Festure 2
Perform Operational dmalysis for Intended Puposs [51ari] .j
and Autamaltian Objectives i
Aralyes Stakeholders e (VI fyoTTTTTEEsEeEmmmmmeEnnenmmnneeey 1= ==========E===mEEEmEmmEsEEEmEm===
mlnlmhﬂnnlﬂ!ﬂl‘l\cpﬂﬁpﬂ.um TN R IR TSSEEE N SE R E RS "E TSSO RN E TR
¥
Characiaize Operational ™
Siakehailders ® Select ODD relevent process
-
Analyze Techrological Damain frem .
Automalion Objective perspective
Identily ard analyzs
Reference Sysiermds) Fealure
\ ) 2 : 4
. 1
Analyre cardidale salutions and enablers for -
@ Bystem Automated Festure that would
Hliﬂﬁ'"‘m.ﬁhﬂl‘n!ﬂimﬂhjﬂ.‘lj'ﬂ: fEEEEEEEE . DR LR R R RERELRLELNLRENNRERJ:ES:RJLRLRSRSNRERJ
[ [
Predefine candidate solulian(s) : :
For System Auloemaled Featurs [] 1
[ 1
[ 1
" '
" '
" '
" i
[ [
[ [
[l [
[ 1
[ 1
[ '
] '
] '
k4 X : -, VW] Engineer
@  Define Featwre 00D with Targated Approach (®) Define Feature ODD with Systematic Approach |
i Integrate, Verily, Validate, Qualify system
® Define ODD Scoping Objective ]q Guialify the ML-based
Autormaled Fealure af
: the Systern sccording
----- M & L2 regulalion af
business dormain
— . — @ Initialize ODD
Relegse Operaticral Ardysis Engneering Nerms
redatesd 10 Intendded Pumpess Summary and T L]
Autamation Objectives . :
J ]
" i
. : ' :
: : '
: : :

18/05/2025 13
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Operational Analysis
regarding Infended Purpose

Context of the system

l System Validation,
> Qualification taking into
account ML specificities

System Specification (Def. of
System Requirements)

Deployment,
& Maintenance

A

System as black box

Zh =
Architecture Def. and System
Design: selection of ML

technos, allocation of system
F= req.to ML com

System Verification
taking into account ML

specificities

Leveraging the

Concepts of Design
Assurance for

Neural Networks -
CoDANN [EASA]

—
System as white box

| SN
Integration of ML Component
> in System, taking into

account ML specificities
—

=

System component

ponents

—
\ » T4
. g Specification of ML

account ML specificities ‘

>

Conficnce e

@V

N

Evaluation of ML Component
Ny

N

ML Model

Specification/Architecture of

Evaluation of
ML Model

Algorithm

AN
Development of ML Model (build, trai
component

)
Development of Complementary Software
ltems (monitoring, uncertainty
quantification...)

MLOps Chain

Implementation of ML Model and its
Complementary Software ltems as
embeddable software for hardware target

Transverse matters all along the Engineering Activities:
18/05/2025 - Data Engineering

14




Systems/Software/Algorithm/Data Engineering lifecycle to design a ML-based Sstem

Operational Analysis
regarding Infended Purpose

Lk &

D

Algorithm
component

18/05/2025

System Specification (Def. of
System Requirements)

Architecture Def. and System
Design: selection of ML
technos, allocation of system
.o ML components =«

Specification of ML
Component, taking into
account ML specificities

Development of Complementary Software
ltems (monitoring, uncertainty
quantification...)

System as black box

specificities

-
.

System as white box

in System, taking into
account ML specificities
—
System component Evaluation of ML Component
taking intfo account ML

specificities

Evaluation of
ML Model

Implementation of ML Model and its
Complementary Software ltems as
embeddable software for hardware target

Transverse matters all along the Engineering Activities:
- ODD

- Data Engineering

Context of the system l System Validation,
Qualification taking into
account ML specificities

taking into account ML

Integration of ML Component

i,

== B _E

.

Deployment,
& Maintenance

Leveraging the
Concepts of Design
Assurance for
Neural Networks -

CoDANN [EASA]

Conﬁcm

Verification
Phase

15



il il il . i i il '
Systems Engineer (coordinating all needed Specialties Engineers| ) IVVQ Engineer . Validate (and Qualify) the
Specify the System Verify the System S System
-
Perform System Specification of Automated Feature A ( Verify the ML-based Automated Feature of the System h Validate (and Qualify) )
the ML-based
[as many iterations of Automated Feature [Start] 1y m:os;";lﬁ F;:';;'::i::r
specification and development as [initial verification] ' 0
necessary, until verification is successful] 1o Intended Eumuse
i - RN = = = e e s S EEEEEEEEEEEEEEEEEEE R R R R R == - ar'dma"atlm
Consolidate Objectives
and
formalize system specification ,.......@......,
the System D= engineering items for . ”
Specification Release the automated feature ' " -
of the System 2 @ Define strategy for
Automated all items resulting Specification X verification of
Feature from system Engineering @ Transition system Automated Feature
specification of lems related into verification T
the automated to (" imegrate al A system with environments '
D=l feature Automated Components in System ML-based +  vesification
{I'urn:tmnal Feature D=1 automated system installed : M Strat f
behavior, level of —_— feature Dl in verification % = = = = = «NANDM: = = = = = 2D au ufnu:t e':ll
._l_‘ autonomy, ODD, Integrate ready for environments feature
. l]'l.lSt‘PlOl'ﬂl‘IﬂESS Components in verification X
' properties) System for the ® -
i Automated Feature Perform verification of the ML-based Automated
: Feature of the System )
L
+  [for each system requirement not met] ::';m'e Mth Evaluate non-regression of ML Model
' D] revision of system specification m"mm':’"e" in verification environments system
: engineering items due to system with
2 verification feedback 5 verified
I ML-based
automated
:egm ‘----------------------l !--.-I-IIIIII..I..FI--------------------------- [‘l’ . Eﬂ iﬂﬂ'[um
) if system requirements are m
::ommg'slem r[gsi’;:';f? sﬂﬁrmzﬁdﬁm » D=1 system with verified ML-based
. fon verification against system requirements t automaed feature
Release System with verified ML-based
[ Automated Feature
|
) L [End] @ )
L -
L A
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div Body of Knowledge
k"" Beta

WELCOME MESSAGE AND TUTORIAL

Activities for the engineering of a critical ML-based system
@

o ¢

e &
®

Walidate the ML-based Aulemaled

Fegture of the Systern scoording
1o Infended Purpose:

and Aunamatan Dijectiea

Ciepiboy and misrain
ML-based Sysism

Perfarm Operational
Anahysis for intended Furpose
and Ausemation Objeciives

Confiance.al Knowledge Graph

wierify 1he ML-bazed Autamaned

Perlorm System
Specificaton X
Feanure of The Syeiem

af Sriomaned Featune

Explore the Knowledge Graph
Discover Conflance.al insights and explore
our taxonomy through a comprehensive

Integrate ML Component
n Spetem graph.

Dfire the

Q00 of the
Aulcrmabed

Feabre

Peifaim Aschitecture Defrition
snd System Design
of Autcrmated Feasure

v Gather information like attribute
trees and definitions.

Evaluate ML Componem

Specily and archites]
ML Comporent

o Queryable and accessible
information for various tools.

LEGEND
— d Aggregates consolidated

Bt Eregiraiig D Information from varlous sources,
ML Algerithem Enginearing :

Dt Enginesring

Evaluate:
the trained ML Model

and e Complemenary
Softwans [t=ms

Evaluste implemented

Spacify and archinecs
WL software n tang=t hardwans

ML Maodel and s
Complementany
Softvenne bems

Implernant and incegrane ML Model and g
Complememary Sofreare mema an

Devabop or acouire ML Model
embedded saltears in target haidwane

ard its Complemantary Software ems

Show Ergineaning Lese m

&ll slong the engineering cyde : Data Engineering

The Confiance.ai research program revisited the classical engineering disciplines (Systems Engineering, Software Engineering_.) in order to be able to handle conrectly
the integration of the ML technology in critical systems. The engineering processes neceassary for ML-based critical systems have been formalized and are presented in

this navigable "Body of Knowledge®. Each page presents an engineering activity, with links to elements of Confiance ai's catalog: software tools and documents that
-

support the presented engineering activity.



@ °.
= e More than 133 documents
aw,,w:*—w * 34 Methodological Guidelines Released
==\ /-l ” ToEm o 28 State of the Art
—o~ “.v_. —--::Au-‘: y-..;‘; : ::. ..:». ——— . .
==\ ==y = * 44 Benchmark or Application over use-case
e WSS S e More than 72 components

The body of Knowledge is available at
https://bok.confiance.ai/ = 32 are open-source libraries or application

= 26 are full Confiance.ai intellectual property

| = ) » 5 are the property of a partner of Confiance.ai
T = s

g B The body of knowledge that reference these tools
S and method is now open to the community...

The catalog is available at https://catalog.confiance.ai/
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